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Using mental health

records for research

By Salvatore G. Rotella, Jv., Esq.

Editor’s note: Mr. Rotella is an artorney
and a member of the law firm of Cozen
O'Connor. He may be reached by relephone
at 215/665-3729.

The Health Insurance Porrabilicy and Ac-
countability Act’s Privacy Rule (the Privacy
Rule) strikes a balance between restricting the
unauthorized disclosure of medical records
and permitting health care providers to .
operate effeceively, including participation

in research studies. Specifically, the Privacy
Rule takes into account that getting patient
authorization for a disclosture can be prob-
lematic for researchers who do not interact
directly with their research subjects. Health
services researchers, for example, typically
analyze large amounts of patient data te reach
evidence-based conclusions about ways to
improve the quality and efficiency of health

care services.

State laws and, to some extent, the Privacy
Rule itself afford significant additional protec-
tion to records of mental health treatment.

As a result, the careful balance between
ensuring confidenciality and fostering studies
to improve health care can shift dramatically
in the case of research involving mental health
records. Pennsylvania offers a good test case
jurisdiction for understanding how to navi-
gate the often complex ovetlay of federal and
state laws governing a provider’s disclosure

of mental health records to an independent

researcher.

Federal Eaw: The Privacy Rule

"The Privacy Rule sets a floor as to a provider's
obligation to maintain the confidentiality of
all protected health information (PHI). It
generally allows disclosure of a patient’s PHI

only: for wreatment, payment, or operations;

with a valid auchorization from the patient;
or under certain other, limited circumstances.
One of these other circumstances is for

research purposes.!

As a threshold matter, the Privacy Rules
research provision applies only if a research
undertaking’s “primary purpose” is to obtain
“generalizable knowledge.” Accordingly, pro-
viders can customarily review patient records
for quality assessment and improvement
purposes without worrying abour the restric-
tions on unauthorized disclosure, because
such reviews constitute health cate operations,

not research.

Research-refated disclosure of medical re-
cords in general. If a provider is participating
in an effort to obtain “generalizable knowl-
eclge,” it may disclose records that contain
PHI only with a valid patient authorization

or under the following scenarios:

First, the provider may de-identify the
records, so that they no longer constitute
PHL This process entails either removing

18 separate indentifiers or having a qualified
statistician determine that there is minimal
risk that the intended recipient could use the
information to identify the subject, either
alone or in combination with other reason-

ably available information.?

Second, the provider may create a so-called
“Limited Data Set,” which involves remov-
ing certain identifiers from the records and
entering ino 2 data use agreement with the

researcher who will receive the dara.?

Third, the provider may obtain 2 waiver of
the patient authorization requitement, for

the specific research use at issue, from an ap-

propriate Institutional Review Board (IRB) or
Privacy Board.*

Fourth, a provider may disclose records for
activities preparatory to researct, such as for

the researcher to prepare a research protocol.’

As a practical macer, the Department of
Health and Human Services (HHS) has
issued guidance clarifying that a researcher
who is the intended recipient of a covered
encity'’s de-identified records can also be the
person to de-identify the records.® This is so
because the process of creating de-identified
health information from PHI is itself deemed
a health care operation, and not part of the
rescarch project. Especially in the case of
healih services research involving farge daca-
bases of patient information, the fact thar the
researcher can undertake the de-identification
may well allow a provider to participate in

an independent research project that would
otherwise be out of the question because of
the significant resources the provider would
have had 10 devote to itself de-identifying the
patient records before disclosing them to the
researcher. Because the HHS guidance on this
issue contemplates that the researcher will

be a “business associate,” it makes sense for

a provider to enter into a business associate
agreement with any researcher to whom it
provides PHI to be de-identified and used for

research purposes.

Finally, if a provider discloses PHI without

a valid authorization, it must further ensure
that it both limits the PHI disclosed to the
“minimum amount necessary’ to accom-
plish the research purpose and is prepared to
provide an accounting of its disclosures to the
relevant patients.” Notably, the regulations
reasonably allow a provider to rely on the
researcher’s reguest as one that, by definition,
seeks the minimum necessary PHI to achieve

the researcher’s purpose in cases involving a
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properly documented IRB or Privacy Board waiver, a review prepa-

ratory to research, or research on decedents’' PHL?

Research-related disclosure of mental health records, Notwith-
standing the other mechanisms generally allowing disclosure of
PHI to 2 researcher absent patient consent, federal law permits

a provider to make such a disclosure of so-called “psychotherapy
ntotes” only with a valid patient authdrization;® and this remains

the case even if the notes have been de-identified.

The Privacy Rule defines psychotherapy notes as notes of a private
counseling session taken by a mental health professional. The term
encompasses only such notes kept separately from the rest of the
patient’s medical record, and the definition explicitly excludes
treatment-related information, such as medication prescription
and monitoring, counseling session start and stop times, and any
summary of the patient’s symptoms, prognosis, and progress to
date.”® Consistent with this narrow definition, IIHS has observed
that informaiion critical ro the treatment of a patient is normally
maintained in the medical record, and thus, by definition, separate
and apart from psychotherapy notes. According to HHS, the
regulations provide additional protection to psychotherapy notes
precisely because they are usually of little value to anyone (presum-

ably including a rescarcher) not present at the counseling session.'!

State law: The Pennsylvania Mental Heaith Procedures Act
Peansylvanias Mental Health Procedures Act (MHPA or “the Act”)
presents 2 much more formidable obstacle than does the Privacy
Rule to researchers secking access to records of mental health treat-
ment. Rather than focusing only on psychotherapy notes, Section
111 of the MHPA provides that “[a]ll documents concerning
persons in treatment shall be kept confidential and, withour the
person's written consent, may not be released or their contents dis-
closed to anyone” except those engaged in providing treatmen, to
the county administrator in connection with emergency examina-
tions, to a court in connection with proceedings authorized by the
MHPA, and pursuant to federal rules when teatment is undertak-
en in a federal agency.” Regulations promulgated by the Pennsyl-
vania Deparcment of Public Welfare (DPW) that implement the
Act add some additional permissible disclosures, but likewise do
not include researchers among those enumerated third parties to
whom an entity may potentially release or disclose mental health

records without written consent from the patient.'®

Continued on page 34
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Using mental health records for research ...continued from page 33

The scope of the MHPA,

The MHPA virtual blanket prohibition

on the disclosure of mental health records
without patient consent applies directly to afi
involuntary treatment and voluntary inpa-
tient trearment of mentally ill persons, and,
effectively, to voluntary outpatient treatment
provided in a facility as well. In addition to
stating that the Act “establishes rights and
procedures for all involuntary weatment

of mentally ill persons whether inpatient

or outpatient, and for all voluntary inpa-
tient treatment of mentally ill persons,” the
MHPA’s “scope” provision defines the term
“facility” broadly to include, among other
things, community mental health centers.'
DPW'’s implemerting regulations, in tuen,
provide that the agency’s rules regarding the
confidentiality of mental health records—in-
cluding the nonconsensual release of patient
information regulation that parallels Section
111 of the Act—more generally apply to_
records of persons receiving mental health
services from any “facility.”” In addition to
making its MHPA confidendality regula-
tions apply to facilities that treat voluntary
outpatients, DPW also makes compliance
with those regulations an express condition of
licensure for both psychiatric outpatient cfin-

ics and partial hospitalization failities.'®

An argument could be made that to be
consiseent with the statute, the DPW regula-
tions should be interpreted to apply only

to records in a facility that are also records
within the scope of the MHPA jtself—i.e.,
records of inpatient or involuntary treatment.
To be safe, however, providers should assume
that Pennsylvania law permits the disclosure
{to a researcher or otherwise) of records of
voluntary outpatient mental health treat-
ment provided in 2 “facility” only to the same
limited extent it permits disclosures of records
of mental health treatment provided to inpa-

tients or on an involuntary basis."”

Permissible disclosures under the MHPA.
Because the MHPA provides even greater
privacy protection with respect to the
disclosure of mental health records than does
the Privacy Rule, the federal rule does not
preempt the state rule in this respect.® That
means that Pennsylvania providers can only
disclose mental health records covered by the
MHPA as peemitted by Section 111 and its
implementing regulations, And under those
state rules, a providet can only disclose such a
record to a rescarcher if the patient consents

in writing,

Two final, practical issues are worth noting:
First, it is possible to comply with both the
DPW-required elements of a written consent
pursuant to Section 111 of the MHPA and
the Privacy Rule’s mandate that a valid patient
authorization include certain core elements
and required statements, be written in plain
language, and that the individual authorizing
the disclosute receive a copy of the signed
authorization.” Asa result, a provider should
ensure that the “written consent” it obtains
prior to disclosing records to a researcher un-
der the MHPA also meets all of these require-

ments of a valid Privacy Rule authorization.

Second, because de-identified records do not
constitute P, the Privacy Rule would allow
a provider to disclose de-identified mental
health records (other than psychotherapy
notes) withour an authorization, The MHPA,
by contrast, seems to prohibit the disclosure
even of de-identified records absent patient
consent. While this approach may seem

overly restrictive, it is consistent with the rest

- of the MHPA, as well as with how the courts

and DPW have interpreted the Act.

Like the Privacy Rule, for example, the
MHPA makes allowances for a facility to
undertake internal quality assessment and

improvement. While the federal rule permits

a provider to use patient-identified records
for these efforts, the state law permits such
reviews only on the express condition that
the provider does not identify individual

patients.”

Federal and state courts interpreting the
MHPA have likewise consistently found

that, unless one of the fous exceptions set
forth in Section 111 applies, the Act “abso-
lucely forbids {the] disclosure” of documents
concerning persons receiving mental health
treatment without the patient’s written
consent. Habnemann Univ. Hosp. v.
FEdgar, 74 F3d 456, 465 (3d Cir. 1996). See
also Pearson v. Miller, 211 E3d 57, 70 (3d
Cir. 2000) (finding that “[{]¢ is settled under
Pennsylvania law that the MHPA gives rise to
an ‘absolute confidentiality privilege’ covering
documents related to the rreatment of mental
health problems”); Zane v Friends Hosp.,
836 A.2d 25, 32 (Pa. 2003) (“The terms

of [Section 111] are eminently clear and
unmistakable and the core meaning of this
confidentiality section of the Mental Healch
Procedures Act is without doubt—there shall
be no disclosure of the treatment documents
to anyone.”) Significantly, the courts have
adopted this strict interpretation of the provi-
sion even in cases in which doing so meant
denying the victim of a violent crime access to
potentially key evidence. See, e.g., Zane, 575
Pa. at 251 {denying female hospital patient
access to mental health treatment tecords of 2
male patient who had kidnapped and sexually
assaulted her); Habnemann, 74 F3d at 465
{prohibiting lower court from requiring the
hospital to allow the court to examine mental
health records of two hospital patients who

raped a female patient).

DPW has taken the position, finally, at least
in the labor and employment contexts, that
the MHPA prohibits the disclosure even of
de-identified records of mental health treat-
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ment, on the theory that although de-identified, they still constitute

“documents concerning persons in treatment.”

Conclusion

Special federal and state confidentiality protections present sig-
nificant challenges w research involving records of mental health
treatment. Under the federal Privacy Rule, providers can generally
disclose to researchers de-identified records and limited data sets
without patient authorization. They can also disclose complete re-
cords containing PHI for reviews preparatory to research or pursuant
to 2 waiver of the patient authorization requirement by an'IRB or
Privacy Board. Only the patient, however, can authorize disclosure of

psychotherapy notes within 2 record.

State laws often impose even greater confidentiality measures with
respect to mental health records, and thus are not preempred by the
Privacy Rule. Providers must take care to adhere to these [ocal rules
as well. In Pennsylvania, for example, many mental health records ate
subject to the strict provisions of the MHPA and its implementing
regulations. Under that regulatory scheme, a provider cannot disclose
any documents concerning mental health treatment, probably even
including records that have been de-identified, without the pétient’s

written consent.

Ultimately, 2 second look at both what laws apply and what those
Jaws permit is always wise when confronting issues involving the
disclosure of mental health records. B

Acknowledgement: The author wishes to thank bis colleagues,
Kate Layman and Melanie Martin, for their help with this

article.
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