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Thomas M. Jones joined Cozen O’Connor in January 1986 and is Vice Chair of
the firm’s National Insurance Department. Tom also heads the firm's e-discovery
practice area. Tom's practice spans many areas of law, including, advertising
liability, agent/broker liability, appellate practice, arson and fraud, bad faith
litigation, business torts, class actions, multidistrict litigation and other
consolidated claims, commercial general liability, construction liability, crisis
management, directors’ and officers’ liability, labor and employment,
environmental law, e-discovery, excess and surplus lines, fidelity and surety,
insurance coverage in the first and third party context, medical device and drug
litigation, personal lines, products liability, property insurance, punitive damages,
reinsurance, securities, security and premises liability, technology and e-
commerce, and toxic and other mass torts.

Tom has acted as lead trial insurer counsel in some of the highest profile
insurance coverage cases in the country. Tom was also selected by his peers as a
"Super Lawyer" in Washington from 2000-2006 and serves on the electronic
discovery advisory panel for ARMA International. Tom is chairman of the
Defense Research Institute's E-Discovery Marketing Committee.

‘Tom has authored several published articles including:

o “Insurance Issues for the Insurer,” (supplément) Washington Real
Property Deskbook, Ch. 135, Washington State Bar Association,
3d Edition, 2001 (environmental issues);

° “An Introduction to Insurance Allocation [ssues in Multiple -~
Trigger Cases,” The Villanova Environmental Law Journal, Vol.
10, Issue 1, 1999; .

° “Intellectual Property Coverage,” Insurance Coverage: An
Analysis of the Critical Issues, Continuing Legal Education
Committee of the Washington State Bar Association, 1999;

° “Claims for Advertising Injury Coverage: A Primer,” Journal of
Insurance Coverage, Vol. 1, No. 4, Autumn 1998;
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EDUCATION

1.D., Oklahoma City
University School of Law,
1976

B.A., Central State -
University, 1974

MEMBERSHIPS

Seattle-King Bar
Association

Washington State Bar
Association

Oklahoma Bar Association
American Bar Association
Defense Research Institute
Washington Defense Trial
Lawyers Association

. “Washington State's Insurance Regulation for Environmental
Claims: An Overview of Key Provisions and Legal Issues,”
Environmental Claims Journal, Vol. 9, No. 3, Spring 1997; and

. “Reinsurance Issues Arising from the Settlement of Complex
Claims,” Insurance Litigation Reporter, Vol. 17, #12, 590, 1995.

Tom received his bachelor of arts degree from Central State University in 1974
and earned his law degree at Oklahoma City University School of Law in 1976.
He was admitted to practice in Oklahoma in 1977 and in Washington in 1983, all
U.S. District Courts in Washington and Oklahoma, and the Ninth and Tenth
Circuit Courts of Appeal.
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J.D., University of

Pennsylvania Law School,
1985

M.S., University of -
Pennsylvania, 1979

B.A., Tufts University,
1977

BAR ADMISSIONS

New Jersey
Pennsylvania

COURT ADMISSIONS

Pennsylvania Supreme
Court

U.S. Court of Appeals for
the Eleventh Circuit

U.S. Court of Appeals for:
the Third Circuit

U.S. District Court --
Eastern District of
Pennsylvania

U.S. District Court --
Middle District of
Pennsylvania

U.S. District Court -- New
Jersey

U.S. Supreme Court

Sarah A. Kelly

Member

Labor & Employment Practice Group
Philadelphia Office

(215) 665-5536

skelly@cozen.com

Sarah A. Kelly concentrates her practice in employment law and employment
discrimination law and related litigation, sexual harassment law, and in counseling
employers on issues in labor and employment law. She has more than 20 years of
experience, both at leading law firms and as in-house counsel for two major
financial services corporations. Her client-side experience has given her a unique
perspective on how to forge workable solutions to real-world problems, enabling
clients to avoid litigation or, when that is not possible, to best position themselves
for success in the courts. She brings valuable insights for counseling employers on
issues in major downsizings, the Americans with Disabilities Act guidelines and
the Family and Medical Leave Act. Sarah is also a member of the firm’s
electronic discovery practice area. :

As a member of the Labor and Employment Practice Group at Cozen O’Connor,
Sarah provides practical expertise in managing and litigating the full range of
employment law issues, from individual cases to class-action suits. She also
enjoys an enviable track record in investigating and litigating sexual harassment
cases.

Sarah is a 1985 graduate of the University of Pennsylvania Law School, with a
B.A. from Tufts University. Her law firm experience includes more than eight
years at Morgan Lewis & Bockius, as well as three years at Blank, Rome,
Comisky & McCauley, both in Philadelphia. In addition, she was the first
employment law counsel for CoreStates Financial Corp., and also served as sentor
employment counsel for PNC Bank Corp.

Sarah is admitted to practice in Pennsylvania and New Jersey. She is a member of
the Equal Employment Opportunity Law Committee of the American Bar
Association and a member of the Philadelphia Bar Association. She is a frequent
lecturer at the annual PBI Employment Law Institute and often speaks to client
groups on how to address discrimination and harassment issues in the everyday
workplace. She served as a member of the board of directors of St. Agnes Medical
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- American Employment by her peers, appearing in Philadelphia magazine and Pennsylvania Super
Law Council ] La wyers . ’
- American Bar Association, :
_ " Equal Em_ployment
8(’:2:;1";’“':3 Law PBI Employment Law Institute Presentations:
- Philad_el;?hia Bar - :
1_\ss°c'a"°" . 2006 - Difficult Issues in Retaliation Claims
AWARDS : . 2005 - Successful Strategies for Managing Employment
- Super Lawyer - . Litigation: Inside and Outside Perspectives-
PUBLICATIONS - 2004 - Sarbanes-Oxley Whistleblower Claims -
- Cozen and O'Connor o 2003 - Use of Experts in Sexual Harassment Litigation
Attorneys Address . 2002 - Practical Approach to Layoffs and Reductions in Force
_ 5’;’;’;,‘,”;23"5@;,,’,2‘,"“ S e 2001 - Reasonable Accommodation and Disability-Related
Labor Attorney Urges - Inquiries under the Americans with Disabilities Act
|
|
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EDUCATION

J.D., Arizona State University
College of Law, 1991

- B.S., The Pennsylvania State

University, 1987

John F. Mullen

Member
Philadelphia Office
(215)665-2179
jmullen@cozen.com

John F. Mullen joined the firm in March 1992 and practices in the Philadelphia
office, where he concentrates his practice in insurance, third party and commercial
litigation with a focus on products liability, toxic tort, construction law and
employment areas.

John has experience in mass tort litigation/asbestos impact on corporate
restructuring under sections 524g and 105 of the U.S. Bankruptcy Code. He has
been involved as counsel to insurance companies regarding pre-packaged and
standard Chapter 11 filings in the following cases:

. Dresser Industries v. Federal Mogul Products, Inc., et al.
. Harbison-Walker Refractories Company v. Dresser Industries,
Inc., et al. :

He has significant additional experience in commercial, insurance and trust and
estates litigation. He has handled a variety of matters in the banking,
pharmaceuticals, aviation, leather processing, packaging equipment and non-profit
fields. John has also handled construction cases, including two separate Tropicana
garage collapses in New Jersey, the Parkway garage collapse in Philadelphia and
numerous othér construction matters.

John is a board member of the World Affairs Council of Philadelphia.
Additionally, he is a member of the Pennsylvania, New Jersey and Philadelphia bar
associations. He earned his bachelor of science degree at The Pennsylvania State
University in 1987 and his law degree at Arizona State University in 1991. John
was admitted to practice in Pennsylvania and New Jersey in 1991,

Memberships
. American Red Cross
° World Affairs Council of Philadelphia
. Pennsylvania Bar Association
° New Jersey State Bar Association
. Philadelphia Bar Association .
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EDUCATION

- J.D. Villanova University
School of Law, 1997

- B.S. State University of New
York at Binghamton, 1992

- AS in Panalegal Studies,
Broome Community College,
1989

BAR ADMISSIONS

- Pennsylivania
- New Jersey

© - New York

MEMBERSHIPS

~ Amecrican Bar Association

- Pennsylvania Bar Association,
Committee on Unauthorized
Practice of Law

- Philadelphia Bar Association
- New Jerscy Bar Association

- New York Bar Association

AFFILIATIONS

_ President, Warwick
Township Republican Club
Executive Board

Julie B. Negovan
Member ]

Philadelphia Office

(215) 665-5510

jnegovan{@cozen.com

Julie Negovan is a Member in the General Litigation Department of the firm's
Philadelphia office. She concentrates her practice in the areas of complex
commercial litigation, construction litigation, professional liability, and business
and securities litigation. Prior to joining the firmn, Julie was an associate with Saul,
Ewing, Remick & Saul LLP, in Princeton, N.J.

Julie is admitted to practice in Pennsylvania, New Jjersey and New York, and
before the Court Of Common Pleas for Bucks, Chester; Delaware, Montgomery
and Philadelphia counties; New York Supreme Court, New York Supreme Court
Appellate Division: Third Department; Superior and Supreme Courts of New
Jersey; U.S. Court of Appeals for the Third Circuit; and U.S. District Court for the
District of New Jersey and the Eastern, Middle and Western Districts of
Pennsylvania. She is a member of the Committee on Unauthorized Practice of
Law of the Pennsylvania Bar Association and the Philadelphia, New Jersey, New
York and American bar associations. Julie was named a 2006 Lawyer on the Fast
Track by American Lawyer Media and a Pennsylvania "Rising Star" by Law &
Politics.

Julie received an A.A.S. in paralegal studies from Broome Community College in
1989 and a bachelor of science with high honors from SUNY Binghaniton in '
1992. She earned her law degree from Villanova University School of Law in
1997, where she was a member of the Student Division of the American Bar
Association and Environmental Law Society. '
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EDUCATION

- 1.D. University of
Richmond Schootl of Law,
1995

- B.S. Ithaca College, 1991

BAR ADMISSIONS

- New Jersey
- Pennsylvania
- Virginia

COURT ADMISSIONS

- U.S. Court of Appeals for
the Fourth Circuit

- U.S. District Court: Eastem
District of Pennsylvania,
Eastern District of Virginia,
Middle District of
Pennsylvania, New Jersey,
Western District of Virginia

MEMBERSHIPS

- American Bar Association

~ Pennsylvania State Bar
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- Montgomery County Bar
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David Walton

Member

West Conshohocken Office
(610) 832-7455
dwalton@cozen.com

Dave Walton is a Member in Cozen O'Connor’s Labor & Employment Practice
Group, practicing from the firm’s West Conshohocken office. He concentrates his
practice in all aspects of employment litigation. He has extensive experience in
litigating matters involving restrictive covenants, trade secrets, fiduciary duties
and defending employers targeted by discrimination lawsuits.

Dave represents a broad range of clients from large multinational corporations to
small companies, defending employers in all types of employment discrimination
claims and assisting employers facing challenges posed by the information-age
economy. He has lectured to attorneys and human resource professionals on wide-
ranging issues in employment law, providing clients with the tools necessary to
effectively manage their workforce.

Dave is admitted to practice in Pennsylvania, New Jersey and Virginia, and before
the U.S. Court of Appeals for the Fourth Circuit, the U.S. District Courts for the
Eastern and Middle Districts of Pennsylvania, District of New Jersey and Eastern
and Western Districts of Virginia. He is a member of the labor and employment
law committees of the American and Pennsylvania Bar Associations, and the
Montgomery County Bar Association. He was named a 2005 and 2006
Pennsylvania “Rising Star” by Law & Politics. '

Dave earned his undergraduate degree from Ithaca College in 1991, where he
played varsity baseball and earned numerous all-state honors. Dave earned his law
degree, with honors, from the University of Richmond School of Law in 1993,
where he was awarded the Sheppard Scholarship. At Richmond, Dave he served
as the senior notes and comments editor of the University of Richmond Law
Review, vice president of the negotiations board, was awarded the American
Jurisprudence and Corpus Juris Secundum Book Awards for Civil Procedure, and
served on the Honor Court.
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AMENDMENTS TO THE
FEDERAL RULES OF CIVIL PROCEDURE

Rule 16. Pretrial Conferences; Scheduling;

- Management

* kK K k-

. (B) ‘Scheduling and Planning. Except in categories of

actions exempted by district court rule as
inappropriate, the distric't. judge, or a magistrate judgé
when authorized by district court rule, shall, affer
receiving the report from the parties under Rule 26@
or after consulting with the attorneys for the parties
a-n'dl any unrepresented parties by a scheduling
conference, telephone, mail, or other suitabl¢ means,
enter a séheduling order that limits the time

(1) to joiﬁ ~other parties and to amend the

pleadings;

(2) to file motions; and

(3) to complete discovery.



2 "FEDERAL RULES OF CIVIL PROCEDURE

The scheduling order also'may include
(4) modifications of the times for disclosures under
Rules 26(a) and 26(e)(1) and of the extent bf
discovery to be permitted;
(5) provisions for disclosure or . discovery of
electronically stored information;
(6) any agreements the parties reach for asserting
~ claims of privilege or of protection as trial-
preparation material after producﬁén;
(7) the date or dates for conferences before trial, a
final pretrial conference, and trial; ax_ld
(8) any other matters appropriate in the
circumstances of the caée.
The order shall issue as soon as practicable but in any
event within 90 days after the appearance of a
defendant and within 120 days after the complaint has

been served on a defendant. A schedule shall not be
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modified except upon a showing of good cause and by
leave of the district judge or, when authorized by loc_ai

rule, by a magistrate judge.

* k k Kk *

Committee Note

The amendment to Rule 16(b) is designed to
alert the court to the possible need to address the
handling of discovery of electronically stored
information early in the litigation if such discovery is
expected to occur. Rule 26(f) is amended to direct the
parties to discuss discovery of electronically stored
information if such discovery is contemplated in the
action. Form 35 is amended to call for a report to the
court about the results of this discussion. In many
instances, the court’s involvement early in the
litigation will help avoid difficulties that might
otherwise arise. '

Rule 16(b} is also amended to include among the
topics that may be addressed in the scheduling order
any agreements that the parties reach to facilitate
discovery by minimizing the risk of waiver of privilege
or work-product protection. Rule 26(f) is amended to
add to the discovery plan the parties’ proposal for the
court to enter a case-management or other order
adopting such an agreement. The parties may agree to
various arrangements. For example, they may agree to
initial provision of requested materials without waiver
of privilege or protection to enable the party seeking
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production to designate the materials desired or

‘protection for actual production, with the privilege

review of only those materials to follow. Alternatively,
they may agree that if privileged or protected
information is inadvertently produced, the producing
party may by timely notice assert the privilege or
protection and obtain return of the materials without
waiver. Other arrangements are possible. In most
circumstances, a party who receives information under
such an arrangement cannot assert that production of
the information waived a claim of privilege or of
protection as trial-preparation material.

An order that includes the parties’ agreement
may be helpful in avoiding delay and excessive cost in
discovery. See Manual for Complex Litigation (4th)

-§ 11.446. Rule 16(b)(6) recognizes the propriety of

including such agreements in the court’s order. The
rule does not provide the court with authority to enter
such a case-management or other order without party
agreement, or limit the court’s authority to act on
motion.

Rule 26. General Provisions Governing Discovery;
Duty of Disclosure . '

(a) Required Disclosures; Methods to Discover
Additional Matter.
(1) Initial Disclosures. Except in categories of

proceedings specified in Rule 26(a)(1)(E), or to the
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extent otherwise stipulated or directed by order, a
party must, without awaiting a discovery request,

provide to other parties:

. . ' . .

(A) the name and, if known, the address and

telephone number of each individual likely to
have discoverable information that the disclosing
party may use to support its claims or defenses,
unless solely for impeachment, identifying the
subjects of the informatioh;

(B) . a copy of, or a description by category and
location of, all documents, electronically stored

information, and tangible things that are in the

~ possession, custody, or control of the party and

that the disclosing party may use to support its
claims or defenses, unless solely for

impeachment;

* k ok K ok
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(b) Discovery Scope and Limits. Unless otherwise

limited by order of the court in accordance with these
rules, the scope of discovery is as follows:
PP
(2) Limitations.

(A) By order, the court may alter the limits in
these rules on the number of depositions and
interrogatories or the length of depositions
under Rule 30. By order or local fule, the court
may also limif the .num:ber of requests under
Rule 36.
(B) A party need not provide disco.very of
eléctronically stored information from sources
that .the party identifies as not reasonably
accessible because of undue burden or cost. On
motion to compel discovery or for a protective

order, the party from whom discovery is sought

l
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must show that the information is not
reasonably acce_ssible because of undue‘burden
or cost. If that showing is made, the court méy
nonetheless order discovery from such sources if
the reques'ting party shows good cause,
considering the limitations of Rule 26(b)(2)(C).
The court may specify conditions for the
discovery.

(C) The frequency or extent of use of the
discovery methods otherwise permitted under
these rules and by any local rule shall be limited
by the coﬁrt if it determines that: (i) the
discovery sought is ﬁnreasonably cumulative or
duplicative, or is obtainable from some other
source that is more convenient, less
burdensome, or less expensive; (ii) the party |

seeking discovery has had ample opportunity by
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discovery in the action to obtain the information
sought; or (i) the burden or expense of the
proposed discovery outweighs its likely benefit,
taking into account the needs of the case, the
amount in controversy, the parties’ resources,

the importance of the issues at stake in the

- litigation, and the importance of the proposed

discovery in resolving the issues. The court may

act upon its own initiative - after reasonable

notice or pursuant to a motion under Rule 26(c).

* k k k %

(5) Claims of Privilege or Protection of Trial-

Preparation Materials.

(A) Information Withheld. When a party
withholds information otherwise discoverable
under these rules by claiming that it is

privileged or subject to protection as trial-
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preparation material, the party shall make the

claim expressly and shall describe the nature of
the documents, communications, or things not
prpduced or disclosed in a manner that, without
revealing information itself privileged or
protected, will enable other parties to assess the
applicability of the privilege or protection.

(B) Information Produced. If information -is
produced in discovery that is subjéct to a claim
of privilege or of protection as trial-preparation
material, thi: party making the claim may notify

any party that received the information of the

_claim and the basis for it. After being notified, a

party must promptly retﬁm, sequester, or
destroy the specified information and any copies
it has and may not use or disclose the

information until the claim is resolved. A
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receiving party may promptly présent the
information to the court under seal for a
determination of the claim. If the receiving party
_disclosed the information before being notified, it
must take reasonable steps to retrieve it. The
producing parfy must preserve the information
until the claim is resolved.
I —
(f) Conference of Parties; Plénning for Discovery.
Except in categories of proceedings exempted from
initial disclosure under Rule 26(a)(1)(E) or when
otherwise ordered, the parties must, as éoon as
practicable and in any event at least 21 days before a
scheduling confe.rence is held or a scheduling order is
du.e under Rule 16(b), confer to consider the ﬁaturé
and basis of their claims and defenses and the

possibilities for a prompt settlement or resolution of
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the case, to make or arrange for the disclosures
required by Rule 26(a)(l), to discuss any iséues
relating to preserving discoverable information, and to
develop' a proposed discovery plan that indicates the
parties’ views and proposals concerning:
(1) what changes should be made in the timing,
form, or requiremér'it for disclosures under Rule
26(a), including a statement as to when disclosures
under Rule 26(a)(1) were made or will be made;
(2) the subjects on which discovery may be
.needed, when discovery should be completed, and
whether discovery should be conducted"m phases
or bé limited to or focused upon particular issues;
(3) any issues relating to disclosure or discovery of
electronically stored information, including the form

or forms in which it should be produced;
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(4) any issues relatiﬁg to claims of privilege or of
protection as trial-preparation material, including
— if the parties agree on a procedure to assert such
claims after production — whether to ask the court
to include theif agreement in an order;
(5) what changes should be made in the
limitations on discovery imposed under these rules
or by local rule, and what other limitations should
be imposed; and
(6) any other orders that should be entered by the
court under Rule 26(c) or under Rule 16(b} and (c}.
P
Committee Note

Subdivision (a). Rule 26(a)(1)(B) is amended

to parallel Rule 34(a) by recognizing that a party must
disclose electronically stored information as well as
documents that it may use to support its claims or
defenses. The term “electronically stored information”
has the same broad meaning in Rule 26(a}(1} as in
Rule 34(a). This amendment is consistent with the

1993 addition of Rule 26(a)(1)(B). The term “data
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compilations” is deleted as unnecessary because it is a
subset of both documents and electronically stored
information.

Subdivision (b)(2). The amendment to Rule
26(b)(2) is designed to address issues raised by
difficulties in locating, retrieving, and providing
discovery of some electronically stored information.

-Electronic storage systems often make it easier to

locate and retrieve information. These advantages are
properly taken into account in determining the
reasonable scope of discovery in a particular case. But
some sources of electronically stored information can
be accessed only with substantial burden and cost. In
a particular case, these burdens and costs may make
the information on such sources not reasonably
accessible. '

It is not possible to define in a rule the
different types of technological features that may affect
the burdens and costs of accessing electronically
stored information. Information systems are designed
to provide ready access to information used in regular
ongoing activities. They also may be designed so as to
provide ready access to information that is not
regularly used. -But a system may retain information
on sources that are accessible only by incurring
substantial burdens or costs. Subparagraph (B) is
added to regulate discovery from such sources.

Under this rule, a responding party should
produce electronically stored information that is

‘relevant, not privileged, and reasonably accessible,

subject to the (b)(2)(C) limitations that apply to all
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discovery. The responding party must also identify, by
category or type, the sources containing potentially
responsive information that it is neither searching nor
producing. The identification should, to the extent
possible,  provide enough detail to enable the
requesting party to evaluate the burdens and costs of
providing the discovery and the likelihood of finding
responsive information on the identified sources.

A party’s identification of sources of
electronically stored information as not reasonably
accessible does not relieve the party of its common-law
or statutory duties to preserve evidence. Whether a
responding party is required to preserve unsearched
sources of potentially responsive information that it
believes are not reasonably accessible depends on the
circumstances of each case. It is often useful for the
parties to discuss this issue early in discovery.

The volume of — and the ability to search —
much electronically stored information means that in
many cases the responding party will be able to
produce information from reasonably accessible
sources that will fully satisfy the parties’ discovery
needs. In many circumstances the requesting party
should obtain and evaluate the information from such
sources before insisting that the responding party
search and produce information contained on sources
that are not reasonably accessible. If the requesting
party continues to seek discovery of information from

“sources identified as not reasonably accessible, the

parties should discuss the burdens and costs of
accessing and retrieving the information, the needs
that may establish good cause for requiring all or part
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of the requested "discovery even if the information
sought is not reasonably accessible, and conditions on
obtaining and producing the information that may be
appropriate.

If the parties cannot agree whether, or on
what terms, sources identified as not reasonably
accessible should be searched and discoverable -
information produced, the issue may be raised either
by a motion to compel discovery or by a motion for a
protective order. The parties must confer before
bringing either motion. If the parties do not resolve
the issue and the court must decide, the responding
party must show that the identified sources of
information are not reasonably accessible because of
undue burden or cost. The requesting party may need
discovery to test this assertion. Such discovery might
take the form of requiring the responding party to
conduct a sampling of information contained on the
sources identified as not reasonably accessible;
allowing some form of inspection of such sources; or
taking depositions of witnesses knowledgeable about
the responding party’s information systems.

Once it is shown that a source of
electronically stored information is not reasonably
accessible, the requesting party may still obtain
discovery by showing good cause, considering the
limitations of Rule 26(b)(2)(C) that balance the costs
and potential benefits of discovery. The decision

~ whether to require a responding party to search for

and produce information that is not reasonably
accessible depends not only on the burdens and costs
of doing so, but also on whether those burdens and
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costs can be justified in the circumstances of the case.
Appropriate considerations may include: (1) the

~ specificity of the discovery request; (2) the quantity of

information available from other and more easily
accessed sources; (3) the failure to produce relevant
information that seems likely to have existed but is no
longer available on more easily accessed sources; (4)
the likelihood of finding relevant, responsive
information that cannot be obtained from other, more
easily accessed sources; (S) predictions as to the
importance and usefulness of the further information;
(6) the importance of the issues at stake in the
litigation; and (7) the parties’ resources.

The responding party has the burden as to
one aspect of the inquiry — whether the identified

. sources are not reasonably accessible in light of the

burdens and costs required to search for, retrieve, and
produce whatever responsive information may be
found. The requesting party has ‘the burden of
showing that its need for the discovery outweighs the
burdens and costs of locating, retrieving, and
producing the information. In some cases, the court
will be able to - determine whether the identified
sources are not reasonably accessible and whether the
requesting party has shown good cause for some or all-
of the discovery, consistent with the limitations of Rule
26(b)(2)(C), through a single proceeding or
presentation. The good-cause determination, however,
may be complicated because the court and parties may
know little about what information the sources
identified as not reasonably accessible might contain,
whether it is relevant, or how valuable it may be to the
litigation. In such cases, the parties may need some
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focused discovery, which may include sampling of the
sources, to learn more about what burdens and costs
are involved in accessing the information, what the
information consists of, and how valuable it is for the
litigation in light of information that can be obtained
by exhausting other opportunities for discovery.

The good-cause inquiry and consideration of
the Rule 26(b)}(2)(C) limitations are coupled with the
authority to set conditions for discovery.- The
conditions may take the form of limits on the amount,
type, or sources of information: required to be accessed
and produced. The conditions may also include
payment by the requesting party of part or all of the
reasonable costs of obtaining information from sources
that are not reasonably accessible. A requesting
party’s willingness to share or bear the access costs
may be weighed by the court in determining whether
there is good cause. But the producing party’s
burdens in reviewing the information for relevance and
privilege may weigh against permitting the requested
discovery.

The limitations of Rule 26(b)(2}(C) continue to
apply to all discovery of electronically stored
information, including that stored on reasonably
accessible electronic sources.

Subdivision (b)(5). The Committee has
repeatedly been advised that the risk of privilege
waiver, and the work necessary to avoid it, add to the
costs and delay of discovery. When the review is of
electronically stored information, the risk of waiver,
and the time and effort required to avoid it, can
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increase substantially because of the volume of
electronically stored information and the difficulty in
ensuring that all information to be produced has in
fact been reviewed. Rule 26(b)(5)(A) provides a
procedure for a party that has withheld information on
the basis of privilege or protection as trial-preparation
material to make the claim so that the requesting

party can decide whether to contest the claim and the
- court can resolve the dispute. Rule 26(b)(5)(B) is

added to provide a procedure for a party to assert a
claim of privilege or trial-preparation material
protection after information is produced in discovery in
the action and, if the claim is contested, permit any
party that received the information to present the
matter to the court for resolution.

Rule 26(b)(S)(B) does not address whether the
privilege or protection that is asserted after production
was waived by the production. The courts have
developed principles to determine whether, and under
what circumstances, waiver results from inadvertent
production of privileged or protected information. Rule
26(b)(5)(B) provides a procedure for presenting and
addressing these issues. Rule 26(b)(5)(B) works in
tandem with Rule 26(f), which is amended to direct the
parties to discuss privilege issues in preparing their
discovery plan, and which, with amended Rule 16(b),
allows the parties to ask the court to include in an
order any agreements the parties reach regarding
issues: of privilege or trial-preparation material
protection. Agreements reached under Rule 26(f)(4)
and orders including such agreements entered under
Rule 16(b)(6) may be considered when a court

determines whether a waiver has occurred. Such

3
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agreements and orders ordinarily control if they adopt
procedures different from those in Rule 26(b)(5)(B).

A party asserting a claim of privilege or
protection after production must give notice to the
receiving party. That notice should be in writing
unless the circumstances preclude it. Such
circumstances could include the assertion of the claim
during a deposition. The notice should be as specific
as possible in identifying the information and stating
the basis for the claim. Because the receiving party
must decide whether to challenge the claim and may
sequester the information and submit it to the court
for a ruling on whether the claimed privilege or
protection applies and whether it has been waived, the
notice should be sufficiently detailed so as to enable

. the receiving party and the court to understand the

basis for the claim and to determine whether waiver
has occurred. Courts will continue to examine
whether a claim of privilege or protection was made at
a reasonable time when delay is part of the waiver
determination under the governing law.

After receiving notice, each party that received
the information must promptly return, sequester, or
destroy the information and any copies it has. The
option of sequestering or destroying the information is
included in part because the receiving party may have
incorporated the information - in protected trial-
preparation materials. No receiving party may use or
disclose the information pending resolution of the
privilege claim. The receiving party may present to the
court the questions whether the information is
privileged or protected as trial-preparation material,
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and whether the privilege or protection has “been
waived. If it does so, it must provide the court with

the grounds for the privilege or protection specified in .

the producing party’s notice, and serve all parties. In
presenting the question, the party may use the content
of the information only to the extent permitted by the
applicable law of privilege, protection for trial-
preparation material, and professional responsibility.

If a party disclosed the information to
nonparties before receiving notice of -a claim of
privilege or protection as trial-preparation material, it
must take reasonable steps to retrieve the information
and to return it, sequester it until the claim is
resolved, or destroy it. : '

Whether the information is returned or not,
the producing party must preserve the information
pending the court’s ruling on whether the claim of
privilege or of protection is properly asserted and
whether it was waived. As with claims made under

. Rule 26(b)(5)(A), there may be no ruling if the other

parties do not contest the claim.

Subdivision (f). Rule 26(f) is amended to
direct the parties to discuss discovery of electronically
stored information during their discovery-planning
conference. The rule focuses on “issues relating to
disclosure or discovery of electronically stored
information”; the discussion is not required in cases
not involving electronic discovery, and the amendment
imposes no additional requirements in those cases.
When the parties do anticipate disclosure or discovery
of electronically stored information, discussion at the
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outset may avoid later difficulties or ease their
resolution. .

When a case involves discovery of
electronically stored information, the issues to be
addressed during the Rule 26(f) conference depend on
the nature and extent of the contemplated discovery
and of the parties’ information systems. It may be
important for the parties to discuss those systems,

. and accordingly important for counsel to become

familiar- with those systems before the conference.

With that information, the parties can develop a

discovery plan that takes into account the capabilities
of their computer systems. In appropriate cases

identification of, and early discovery from, individuals

with special knowledge of a party’s computer systems

may be helpful. :

The particular issues regarding electronically
stored information that deserve attention during the
discovery planning stage depend on the specifics of the
given case. See Manual for Complex Litigation (4th)
§ 40.25(2) (listing topics for discussion in a proposed
order regarding meet-and-confer sessions). For
example, the parties may specify the topics for such
discovery and the time period for which discovery will
be sought. They may identify the various sources of
such information within a party’s control that should
be searched for electronically stored information. They
may discuss whether the information is reasonably
accessible to the party that has it, including the
burden or cost of retrieving and reviewing the
information. See Rule 26(b)(2)(B). Rule 26(f)(3)
explicitly directs the parties to discuss the form or
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forms in which electronically stored information might
be produced. The parties may be able to reach
agreement on the forms of production, making
discovery more efficient. Rule 34(b) is amended to
permit a requesting party to specify the form or forms
in which it wants electronically stored information
produced. If the requesting party does not specify a
form, Rule 34(b) directs the responding party to state
the forms it intends to use in the production. Early
discussion of the forms of production may facilitate the
application of Rule 34(b} by allowing the parties to.
determine what forms of production will meet both
parties’ needs. Early identification of disputes over the
forms of production may help avoid the expense and
delay of searches or productions using inappropriate
forms.

‘Rule 26(f) is also amended to direct the
parties to discuss any issues regarding preservation of
discoverable information during their conference as
they develop a discovery plan. This provision applies
to all sorts of discoverable information, but can be
particularly important with regard to electronically
stored information. The volume and dynamic nature
of electronically stored information may complicate
preservation obligations. The ordinary operation of
computers involves both the automatic creation and
the automatic deletion or overwriting of certain
information. Failure to address preservation issues
early in the litigation increases uncertainty and raises
a nisk of disputes. : o

The parties’ discussion should pay particular
attention to the balance between the competing needs
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to preserve relevant evidence and to continue routine
operations critical to ongoing activities. Complete or
broad cessation of a party’s routine computer
operations could paralyze the party’s activities. Cf.
Manual for Complex Litigation (4th) - § 11.422 (“A
blanket preservation order may be prohibitively
expensive and wunduly burdensome for  parties
dependent on computer systems for their day-to-day

- operations.”) The parties should take account of these

considerations in their discussions, with the goal of
agreeing on reasonable preservation steps.

The requirement that the parties discuss
preservation does not imply that courts should
routinely enter preservation orders. A preservation
order entered over objections should be narrowly
tailored. Ex parte preservation orders should issue
only in exceptional circumstances.

Rule 26(f) is also amended to provide that the
parties should discuss any issues relating to
assertions of privilege or of protection as trial-
preparation materials, including whether the parties
can facilitate discovery by agreeing on procedures for
asserting claims of privilege or protection after
production and whether to ask the court to enter an
order that includes any agreement the parties reach.
The Committee has repeatedly been advised about the
discovery difficulties -that can result from efforts to
guard against waiver of privilege and work-product
protection. Frequently parties find it necessary to
spend large amounts of time reviewing materials
requested through discovery to avoid waiving privilege.
These efforts are necessary because materials subject
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to a claim of privilege or protection are often difficult to

“identify. A failure to withhold even one such item may

result in an argument that there has been a waiver of
privilege as to all other privileged materials on that
subject matter. Efforts to avoid the risk of waiver can
impose substantial costs on the party producing the
material and the time required for the privilege review
can substantially delay access for the party seeking
discovery. )

These problems often become more acute
when discovery of electronically stored information is
sought. The volume of such data, and the informality
that attends use of e-mail and some other types of
electronically stored information, may make privilege
determinations more difficult, and privilege review
correspondingly more expensive and time consuming.
Other aspects of electronically stored information pose
particular difficulties for privilege review. For example,
production may be sought of information
automatically included in electronic files but not
apparent to the creator or to readers. Computer
programs may retain draft language, editorial
comments, and other deleted matter (sometimes
referred to as “embedded data” or “embedded edits”) in
an electronic file but not make them apparent to the
reader. Information describing the history, tracking,
or management of an electronic file (sometimes called
“metadata”) is usually not apparent to the reader
viewing a hard copy or a screen image. Whether this
information should be produced may be among the
topics discussed in the Rule 26(f] conference. If itis, it
may need to be reviewed to ensure that no privileged
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information is included, further complicating the task
of privilege review,

Parties may attempt to minimize these costs
and delays by agreeing to protocols that minimize the
risk of waiver. They may agree that the responding
party will provide certain requested materials for initial
examination without waiving any privilege or
protection — someétimes known as a “quick peek.” The
requesting party then designates the documents it
wishes to have actually produced. This designation is
the Rule 34 request. The responding party then
responds in the usual course, screening only those
documents actually requested for formal production
and asserting privilege claims as provided in Rule
26(b)(5)(A). On other occasions, parties enter
agreements —  sometimes called “clawback
agreements”— that production without intent to waive
privilege or protection should not be a waiver so long
as the responding party identifies the documents
mistakenly produced, and that the documents should
be returned under those circumstances. Other
voluntary arrangements may be appropriate depending
on the circumstances of each litigation. In most
circumstances, a party who receives information under
such an arrangement cannot assert that production of
the information waived a claim of privilege or of
protection as trial-preparation material. :

Although these agreements may not be
appropriate for all cases, in.certain cases they can
facilitate prompt and economical discovery by reducing
delay before the discovering party obtains access to
documents, and by reducing the cost and burden of
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review by the producing party. A case-management or
other order including such agreements may further
facilitate the discovery process. Form 35 is amended
to include a report to the court about any agreement
regarding protections against inadvertent forfeiture or
waiver of privilege or protection that the parties have
reached, and Rule 16(b) is amended to recognize that
the court may include such an agreement in a case-
management or other order. If the parties agree to
entry of such an order, their proposal should be
included in the report to the court,

Rule 26(b)(5)(B) is added to establish a
parallel procedure to assert privilege or protection as

trial-preparation material after production, leaving the
question of waiver to later determination by the court.

Rule 33. Interrogatories to Pafties

.
(d) Option to Produce Business Records. Where the
answer .to an interrogatory may be derived or
ascertained from the business records, including
electrbnically stored information, of the party upon
whom the interrogatory has been served or from an

examination, audit or inspection of such business -
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records, including a compilation, abstract or summary
thereof, and the burden of deriving or ascertaining the
answer is substantially the same for the party serﬁﬁg
the interrogatory as for the party served, it is a
sufficient answer to such interrogatory to specify the
records from which the. answer may be derived or"
ascertained and to afford to the party serving the
ihterrogatory reasonable opportunity to examine, audit
or inspect such records and to make copies,
compilations, abstracts, or summaries. A specification
shall be in sufficient detail to permit the interrogating
party to locate and to identify, as readily as can the
party served, the records ffom thich the answer may
be ascertained.
Committee Note

Rule 33(d) is amended to parallel Rule 34(a) by

recognizing the importance of electronically stored

information. The term “electronically stored
information” has the same broad meaning in Rule
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33(d).' as in Rule 34(a). Much business information is
stored only in electronic form; the Rule 33(d) option
should be available with respect to such records as
well. ' :

Special difficulties may arise in wusing
electronically stored information, either due to its form
or because it is dependent on a particular computer
system. Rule 33(d) allows a responding party to
substitute access to documents or electronically stored
information for an answer only if the burden of
deriving the answer will be substantially the same for
either party. Rule 33(d) states that a party electing to
respond to an interrogatory by providing electronically
stored information must ensure that the interrogating
party can locate and identify it “as readily as can the
party served,” and that the responding party must give
the interrogating party a “reasonable opportunity to
examine, audit, or inspect” the information.
Depending on the circumstances, satisfying these
provisions with regard to electronically stored
information may require the responding party to
provide some combination of technical support,
information on application software, or other
assistance. The key question is whether such support
enables the interrogating party to derive or ascertain
the answer from the electronically stored information
as readily as the responding party. A party that
wishes to invoke Rule 33(d) by specifying electronically
stored information may be required to provide direct
access to its electronic information system, but only if
that is necessary to afford the requesting party an
adequate opportunity to derive or ascertain the answer
to the interrogatory. In that situation, the responding
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party’s need to protect sensitive interests of

‘confidentiality or privacy may mean that it must derive

or ascertain and provide the answer itself rather than
invoke Rule 33(d).

Rule 34. Production of Documents, Electronically . '

Stored Information, and Things and Entry Upon:
Land for Inspection and Other Purposes

(a) Scope. Any party may serve on any other party a
request (1) to produce and permit the party making
the request, or someone acting on the requestor’s
behalf, to inspect,. copy, test, or sample any designated
documents or electronically stored informétion —_
including  writings, drawings, graphs, charts,
photographs, sound recordings, images, and other
data or data compilations stored in any medium from
whichA info_rmation can be obtained — translaté_d, if
necessary, by the respondent into reasonably usable
form, or to -inspect, copy, test, or sample any
designated tangible things which constitute or contain

matters within the scope of Rule 26‘(b) and which are
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~ in the possession, custody or control of the party upon

whom the request is served; or (2) to permit entry
upon designated land or other property in the
possession or control of the party upon whom thé
request is served for the purpose of inspection and
measuring, sufveyihg, photographing, testing, or
sampling the property orl any designated object or
operation thereon, within the scope of Rule 26(b).

(b) Procedure. The request shall set forth, either by
inc_iividual item or by category, the items to be
inspected, and describe each with reasonable
particularity. The request shall specify a reasonable

time, place, and manner of making the inspection and

_performing the related acts. The request may specify

the form or forms in which electronically stored

information is to be produced. Without leave of court
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or written stipulation, a request may not be served
before the time specified in Rule 26(d).

The party upon whom the request is served shall
serve a written response within 30 days after the
service of the request. A shorter or longer time may be
directed by the court or, in the absence of such an
order, agreed to.in writihg by the parties, subject to
Rule 29. The response shall state, with respect to
each item or category, that inspection and related
activities will be permitted as requested, unless the
fecjuest is objected to, including an objection to the
requested form or forms for producing electronically
stored Vinformation, stating the reasons. for the
objection. .If ‘objection is made to part of an item or.
category, the part shall be specified and inspection
permitted of the remaining parts. If objection is made

to the requested form or forms for producing
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electronically stored information — or if no form was
specified in the request — the responding party must
state the form or forms it intends to use. The party
submitting the request may move for an order under
Rule 37(a) with réspectAto any objection to or other
failure to respond to the request or any part thereof, or
any failure to permit inspection as requested.
Unless the parties otherwise agree, or the court

otherwise orders:

(i) a pérty who produces docurhents for inspection

shall produce them as fhey are kept in the usual

course of business or shall organize and label them

to correspond with the categories in the request;

(ii) if a request does not specify the form or forms

for producing-electronically stored information, a

responding party mu-st produce the information in

a form or forms in which it is ordinarily maintained
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or in a form or forms that are reasonably usable;
and.

(iid) a party need not produce the same

electronically stored information in more than one
form.

koK ok K
Committee Note.

Subdivision (a). As originaliy adopted, Rule 34

focused on discovery of “documents” and “things.” In

1970, Rule 34{a) was amended to include discovery of

data compilations, anticipating that the wuse of
computerized information would increase. Since then,

‘the growth in electronically stored information and in

the variety of systems for creating and storing such
information has been dramatic. Lawyers and judges
interpreted the term “documents” to include
electronically stored information because it was
obviously improper to allow a party to evade discovery
obligations on the basis that the label had not kept
pace with changes in information technology. But it
has become increasingly difficult to say that all forms
of electronically stored information, many dynamic in
nature, fit within the traditional concept of a
“document.” Electronically stored information may
exist in dynamic databases and other forms far
different from fixed expression on paper. Rule 34(a) is
amended to confirm that discovery of -electronically
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stored information stands on equal footing with
discovery of paper documents. The change clarifies
that Rule 34 applies to information that is fixed in a
tangible form and to information that is stored in a
medium from which it can be retrieved and examined.
At the same time, a Rule 34 request for production of
“documents” should be understood to encompass, and
the response should include, electronically stored
information unless discovery in the action has clearly
distinguished between electronically stored
information and “documents.”

. Discoverable information often exists in both
paper and electronic form, and the same or similar
information might exist in both. The items listed in
Rule 34(a) show different ways in which information

. may be recorded or stored. Images, for example, might

be hard-copy documents or electronically stored
information. The wide variety of computer systems
currently in use, and the rapidity of technological
change, counsel against a limiting or precise definition
of electronically stored information. Rule 34(a)(1) is
expansive and includes any type of information that is
stored electronically. A common example often sought
in discovery is electronic communications, such as e-
mail. The rule covers — either as documents or as
electronically stored information — information “stored
in any medium,” to encompass future develop-ments
in computer technology. Rule 34(a)(1) is intended to
be broad enough to cover all current types of
computer-based information, and flexible enough to
encompass future changes and developments.
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References elsewhere in the rules to
“electronically stored information” should be
understood to invoke this expansive approach. A
companion change is made to Rule 33(d), making it
explicit that parties choosing to respond to an
interrogatory by permitting access to responsive
records may do so by providing access to electronically
stored information. More generally, the term used in
Rule 34(a)(l) appears in a number of other
amendments, such as those to Rules 26(a)(1), 26(b)(2),
26(b)(5)(B), 26(f), 34(b), 37(f), and 45. In each of these
rules, electronically stored information has the same
broad meaning it has under Rule 34(a)(1). References
to “documents” appear in discovery rules that are not
amended, including Rules 30(f), 36(a), and 37(c)(2).
These references should be interpreted to include
electronically stored information as circumstances
warrant.

The term “electronically stored information” is
broad, but whether material that falls within this term
should be produced, and in what form, are separate
questions that must be addressed under Rules 26(b),
26(c), and 34(b).

The Rule 34(a) requirement that, if necessary, a

. party producing electronically stored information

translate it into reasonably usable form does not
address the issue of translating from one human
language to another. See In re Puerto Rico Elect. Power
Auth., 687 F.2d 501, 504-510 (1st Cir. 1989).

Rule 34(a)(1) is also amended to make clear that
parties may request an opportunity to test or sample
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materials sought under the rule in addition to-
inspecting and copying them. That opportunity may
be important for both electronically stored information
and hard-copy materials. The current rule is not clear
that such testing or sampling is' authorized; the
amendment expressly permits it. As with any other
form of discovery, issues of burden and intrusiveness
raised by requests to test or sample can be addressed
under Rules 26(b)(2) and 26(c). Inspection or testing
of certain types of electronically stored information or
of a responding party’s electronic information system
may raise issues of confidentiality or privacy. The
addition of testing- and sampling to Rule 34(a) with
regard to documents and electronically stored
information is not meant to create a routine right of
direct access to a party’s electronic information

‘system, although such access might be justified in

some circumstances. Courts should guard against
undue intrusiveness resulting from inspecting or
testing such systems. :

Rule 34(a)(1) is further amended to make clear
that tangible things must — like documents and land
sought to be examined — be designated in the request.

Subdivision (b). Rule 34(b) provides that a
party must produce documents as they are kept in the
usual course of business or must organize and label
them to correspond with the categories in the
discovery request. The production of electronically
stored information should be subject to comparable
requirements to protect against deliberate or
inadvertent production in ways that raise unnecessary
obstacles for the requesting party. Rule 34(b) is
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amended to ensure similar protection for electronically
stored information. ‘

The amendment to Rule 34(b) permits the
requesting party to designate the form or forms in
which it wants electronically stored information
produced. The form of production is more important
to the exchange of electronically stored information
than of hard-copy materials, although a party might
specify hard copy as the requested form. Specification
of the desired form or forms may facilitate the orderly,
efficient, and cost-effective discovery of electronically
stored information. The rule recognizes that different
forms of production may be appropriate for different
types of electronically stored information. Using
current technology, for example, a party might be
called upon to produce word processing documents, e-
mail messages, electronic spreadsheets, different
image or sound files, and material from databases.
Requiring that such diverse types of electronically
stored information all be produced in the same form
could prove impossible, and even if possible could
increase the cost and burdens of producing and using
the information. The rule therefore provides that the
requesting party may ask for different forms of
production for different types of electronically stored
information.

The rule does not require that the requesting
party choose a form or forms of production. The
requesting party may not have a preference. In some
cases, the requesting party may not know what form
the producing party uses to maintain its electronically
stored information, although Rule 26(f)(3) is amended
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to call for discussion of the form of production in the
parties’ prediscovery conference.

The responding party also is involved in
determining the form of production. - In the written
response to the production request that Rule 34
requires, the responding party must state the form it
intends to use for producing electronically stored
information if the requesting party does not specify a
form or if the responding party objects to a form that
the requesting party specifies. Stating the intended
form before the production occurs may permit the
parties to identify and seek to resolve disputes before
the expense and work of the production occurs. A
party that responds to a discovery request by simply
producing electronically stored information in a form
of its choice, without identifying that form in advance
of the production in the response required by Rule
34(b), runs a risk that the requesting party can show
that the produced form is.not reasonably usable and
that it is entitled to production of some or all of the
information in an additional form. Additional time
might be required to permit a responding party to
assess the appropriate form or forms of production.

If the requesting party is not satisfied with the
form stated by the responding party, or .if the
responding party has objected to the form specified by
the requesting party, the parties must meet and confer
under Rule 37(a)(2)(B) in an effort to resolve the matter
before the requesting party can file a motion to
compel. If they cannot agree and the court resolves
the dispute, the court is not limited to the forms
initially chosen by the requesting party, stated by the
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responding party, or specified in this rule for
situations in which there is no court order or party
agreement,

If the form of production is not specified by party
agreement or court order, the responding party must
produce electronically stored information either in a
form or forms in which it is ordinarily maintained or in
a form or forms that are reasonably usable. Rule 34(a)
requires that, if necessary, a responding party
“translate” information it produces into a “reasonably
usable” form. Under some circumstances, the
responding party may need to provide some reasonable
amount of technical support, information on
application software, or other reasonable assistance to
enable the requesting party to use the information.
The rule does not require a party to produce
electronically stored information in the form it which it
is ordinarily maintained, as long as it is produced in a
reasonably usable form. But the option to produce in
a reasonably usable form does not mean that a
responding party is free to convert electronically stored
information from the form in which it is ordinarily
maintained to a different form that makes it more
difficult or burdensome for the requesting party to use
the information efficiently in the litigation. If the
responding party ordinarily maintains the information
it is producing in a way that makes it searchable by
electronic means, the information should not be
produced in a form that removes or significantly
degrades this feature. ' '

Some electronically stored information may be
ordinarily maintained in a form that is not reasonably
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usable by any party. One example is “legacy” data
that can be used only by superseded systems. The
questions whether a producing party should be
required to convert such information to a more usable
form, or should be required to produce it at all, should
be addressed under Rule 26(b)(2)(B).

Whether or not the requesting party specified
the form of production, Rule 34(b} provides that the
same electronically stored information ordmarlly need
be produced in only one form :

Rule 37. Failure to Make Disclosures or Cooperate
in Discovery; Sanctions

R
(f) Electromnically Stored Information. Abse'nt.
exceptional circumstances, a court may not impose
sanctions under these rules on a party for failing to
provide electronically stored information lost as a

result of the routine, good-faith operation of an

electronic information system.

* k k k Kk
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Committee Note

Subdivision (f). Subdivision (f} is new. It
focuses on a distinctive feature of computer
operations, the routine alteration and deletion of
information that attends ordinary use. Many steps
essential to computer operation may alter or destroy
information, for reasons that have nothing to do with
how that information might relate to litigation. As a
result, the ordinary operation of computer systems
creates - a risk that a party may lose potentially
discoverable information without culpable conduct on
its part. Under Rule 37(f), absent exceptional
circumstances, sanctions cannot be imposed for loss
of electronically stored information resulting from the
routine, good-faith operation of an electronic
information system.

Rule 37(f) applies only to information lost due to
the “routine operation of an electronic information
system” — the ways in which such systems are
generally designed, programmed, and implemented to
meet the party’s technical and business needs. The
“routine operation” of computer systems includes the
alteration and overwriting of information, often without
the operator’s specific direction or awareness, a
feature with no direct counterpart in hard-copy
documents. Such features are essential to the
operation of electronic information systems.

Rule 37(f) applies to information lost due to the
routine operation of an information system only if the
operation was in good faith. Good faith in the routine
operation of an information system may involve a
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party’s intervention to modify or suspend certain
features of that routine operation to prevent the loss of
information, if that information is subject to a
preservation obligation. A preservation obligation may
arise from many sources, including common law,
statutes, regulations, or a court order in the case. The
good faith requirement of Rule 37(f) means that a party
is not permitted to exploit the routine operation of an
information system to thwart discovery obligations by
allowing that operation to continue in order to destroy
specific stored information that it is required to
preserve. When a party is under a duty to preserve
information - because of pending or reasonably
anticipated litigation, intervention in the routine
operation of an information system is one aspect of
what is often called a “litigation hold.” Among the
factors that bear on a party’s good faith in the routine
operation of an information system are the steps the
party took to comply with a court order in.the case or
party agreement requiring preservation of specific
electronically stored information.

Whether good faith would call for steps to
prevent the loss of information on sources that the
party believes are not reasonably accessible under
Rule 26(b)(2) depends on the circumstances of each
case. One factor is whether the party reasonably
believes that the information on such sources is likely
to be discoverable and not available from reasonably
accessible sources.

The protection provided by Rule 37(f) applies
only to sanctions “under these rules.” 1t does not
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affect other sources of authority to impose sanctions
or rules of professional responsibility.

This rule restricts the imposition of “sanctions.”
It does not prevent a court from making the kinds of
adjustments frequently used in managing discovery if
a party is unable to provide relevant responsive

information. For example, a court could order the

responding party to produce an additional witness for
deposition, respond to additional interrogatories, or
make similar attempts to provide substitutes or
alternatives for-some or all of the lost information.
Rule 45." Subpoena
(a) Form; Issuance.
(1) Every subpoena shall
(A) state the name of the court from which it is
issued; and
(B) state the title of the action, ﬁhe name of the
court in which it is pending, ahd_its civil action
number; and
(C) command each person to whom it is

directed to attend and give testimony or to

produce and permit inspection, copying, testing,
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or sampling of designated books, documents,
electronically stored information, or tangible
things in the possession, custody or control of
that person, or to permit inspection of premises,
at a time and place therein specified; and

- (D) set forth the text of subdivisions (c) and (d)

of this rule.

A command to produce evidence or to permit
inspection, copying, testing, or sampling Ihay be joined
with a command to appear at trial or hearing or at
deposition, or may be issued separately. A subpoena
may specify the form or forms in which electronically
stored information is to be produced.

(2) A subpoena must issue as follows:
PO
(C) for production, inspection, copying, testing,

or sampling, if separate from a subpoena
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commanding a person'’s attendance,. from the
court for the district where the production or
inspection is to be made.
(3) The clerk shall issue a sdbpoena, signed but
otherwise in blank, to a party requesﬁng it, who |
~shall complete itl befo_re service. An attorney as
officer of the court may also issue and sign a
subpoena on behalf of
(A) a court in which the. attorney is authorized
to practice; or
(B) a court for a district in which a deposition
or production is compelled by the subpoena, if
the deposition or production pertains to an
action pending in a court in which the attorney
is authorized to practice.

(b) Service.
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(1) A subpoena may be served by any person who
is not a party and is not less than 18 years of age.
Service of a subpoena upon a person named therein

shall be made by delivering a copy thereof to such

person and, if the person’s attendance is

cofnmanded, by tendering to that person the fees
for one day’s attendance and the mileage allowed by
law. When the subpoena is issued on behalf of .the
United States or an officer or agency thereof, fees

and mileage need not be tendered. Prior notice of

| any commanded production of documents and

thihgs or inspection of premises before trial shall be
served on each party in the manner prescribed by
Rule 5(b).

(2) Subject to the provisions of clause (i) of
subparagraph (c)(3)(A) of this rule, a subpoena may

be served at any place within the district of the’
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court by which it is iséued, or at any place without
the district that is within 100 miles of the place of
the deposition, hearing, triél, productioﬁ,
inspection, copying, testing, or samplin.g specified
in the subpoena or at any place within the state

where a state statute or rule of court permits

"service of a subpoena issued by a state court of

general jurisdiction Sitting in the place of the
deposition, hearing, trial, production, inspection,
copying, testing, or sampling specified in the
subpoena. When a statute of the .United States
provides therefor, the court upon proper application
and cause shown may.auth.orize the service of a
subpoena at any other place. A subpoena directed
to a witness in a foreign country who is a national

or resident of_ the United States shall issue under
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the circumstances and in the manner and be
served as provided in Title 28, U.S.C. § 1783.

(3) Proof of service when necessary shall be ﬁade
by filing with the clerk of the court by which the
subpoena is issued a statément of the date and
manner of service and of the names of the persons
served, certiﬁed by the persoh who made the

service.

(c) Protection of Persons Subject to Subpoenas.

(1) A party or an attorney responsible for. the
issuance and service of a subpoena shall take
reasonable steps to avoid imposing undue burden
or expense on a person subject to that subpoena.
The court oﬁ behalf of which the subpoena was
issued shall enforce this duty and impose upon the
party or attorney in breach of this duty an

appropriate sanction, which may include, but is not
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limited to, lost earnings and a reasonable attorney’s

(2)(A) A person commanded to produce and

permit inspection, copying, testing, or sampling A
of designated electronically stored information,
books, papers, rdocuments or tangible things, or
inspectidn of premises need not appear in
person at the place of production or inspection
unless commanded to appear fof deposition,
hearing or trial.

(B) Subject to paragraph (d)(2) of this rule, a

person commanded to produce and permit

inspection, copying, testing, or sampling may,

within 14 days after service of the subpoena or
before the time specified for compliance if such
time is less than 14 days after service, serve

upon the party or attorney designated in the
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subpoena written objection to producing any or
all of the designated materials or inspection of

the premises — or to producing electronically

stored information in the form or forms

reqﬁested. If objection is made, the party
serving the subpoena shall not be entitled to
inspect, copy, test, or sample the materials or
inspect .the premises except pursuant to an
order of the court by which the subpoena was
issued. If objection has been made, the party
serving the subpoena may, upon notice to the
person commanded to produce, move at any
time for an order to compel the production,
inspection,' copying, testing, or sampling. Such
an order to compel shall protect any perso.n who
is not a party or an officer of a party from

significant expense resulting from the
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inspection, copying, testing, or sampling
commanded.

(3)(A) On timely motioﬁ, the court by which a
su'bpoena was issued shali quash or modify the
subpoena if it

(i) fails to allow reasonable time for

‘-

/

i
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compliance;

(ii) requires a person who is not a party or
an officer of a party to travel to a place more
than 100 miles from the place where that
person resides, is employed or regularly

transacts business in person, except that,

subject to the provisions of clause (c)(3)(B)(iii)

of this rule, such a person may in order to
attend trial be commanded to travel from any
such place within the state in which the trial

is held;
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(iil) requires disclosure of privileged or other
protected matter and no exception or waiver
applies; or

(iv). ‘subjects a person to undue burden.

“(B) If a subpoena

(i} requires diéclosure of a trade secret or
other confidential research, development, or
commercial information, or

(ii) requireé disclosure of an unretained
expert’s opinion or information not describ_ing
specific events or occurrences in dispute and
resulting from the expert’s study made not at
the request of any party, or

(iii) requires a person who is not a party or
an officer of a party to incur substantial
expense to travel more than 100 miles to _

attend trial, the court may, to protect a
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person subject to or affected by the

‘subpoena, quash or modify the subpoena or,
if the party in whose behalf the subpoéna is
issued shows a substantial need -for the
testimony or .material that cannot be
otherwise met without undue hardship and
assureé that the person to whom the
subpoena is addressed wﬂl be reasonably
compensated, the court may order
appearance or production only upon speciﬁed
conditions.
(d) Duties in Responding to Subpoena.

(1)(A) A person responding to a subpoena to
produce dbcuments shall produce them as they
are kept in the usual course of business or shall
organize and label them to correspond with the

categories in the demand.
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(B) If a subpoena does not specify the form or
forms for producing electronically stored
information, a person responding to a subpoena
must produce the information in a form or forms

in which the person ordinarily maintains it or in

- a form or forms that are reasonably usable.

(C) A person responding to a subpoena need
not produce ‘the same electronically stored
information in n‘iore than one form.

(D) A person responding to a subpoena need
not. provide discovery of electronically stored
information from sources that the person
identiﬁes as not reasonably accessible because
of undue burden or cost. On motion to compel
discovery or to quash, the persoii frem whom
discovery is sought must show that the

information sought is not reasonably accessible
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because of undue burden or cost. If that
showing is made, the court may nonetheless
order discovery. from such sources if the
requesting party shows good cause, considering
the limitations of Rule 26(b)(2)(C). The court

may specify conditions for the discdvery.

(2)(A) When information subject to'a subpoena is

withheld on a claim that it is privileged or
subject to protection as trial-preparation
materials, the claim shall be made expressly and
shall be supported by a description of the nature

of the documents, communications, or things

‘not produced that is sufficient to enable the

demanding party to contest the claim.
(B) If information is produced in response to a
subpoena that is subject to a claim of privilege

or of protection as trial-preparation material, the
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person making the claim may notify any party
that received the information of the claim and
the basis for it. After being notified, a party
must promptly return, sequester, or destroy the
specified information and any copies it has and
rhay not use or disclose the information until the
claim is resolved; A receiving party may
promptly present the information to the court
under seal for a determination of the claim. If
the receiving party disclosed the information
before being notified, it must take reasonable
steps to retrieve it. The person who produced
thé information must preserve the information

until the claim is resolved.

{e) Contempt. Failure of any person without

adequate excuse to obey a subpoena served upon that

person 'may be deemed a contempt of the court from .
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which the subpoena issued. An adequate cause for
failure to obey exists when a subpoena purports to
require a nonparty to attend or produce at a place nét
within the = limits provided by clause (ii) of
subparagraph (c)(3)(A).

Committee Note

Rule 45 is amended to conform the provisions
for subpoenas to changes in other discovery rules,
largely related to discovery of- electronically stored
information. Rule 34 is amended to provide in greater
detail for the production of electronically stored
information. Rule 45(a)(1)(C) is amended to recognize
that electronically stored information, as.defined in
Rule 34(a), can also be sought by subpoena. Like Rule
34(b), Rule 45(a)(1) is amended to provide that the
subpoena can designate a form or forms for production
of electronic data. Rule 45(c)(2) is amended, like Rule
34(b), to authorize the person served with a subpoena
to object to the requested form or forms. In addition,
as under Rule 34(b), Rule 45(d)(1)(B) is amended to
provide that if the subpoena does not specify the form
or forms for electronically stored information, the
person served with the subpoena must produce
electronically stored information in a form or forms in
which it is usually maintained or in a form or forms
that are reasonably usable. Rule 45(d)(1)(C) is added to
provide that the person producing electronically stored
information should not have to produce the same
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information in more than one form unless so ordered
by the court for good cause.

As with discovery of electronically stored
information from parties, complying with a subpoena
for such information may impose burdens on the
responding person. Rule 45(c) provides protection
against undue impositions on nonparties. For
example, Rule 45(c)(1) directs that a party serving a
subpoena “shall take reasonable steps to avoid
imposing undue burden or expense on a person
subject to the subpoena,” and Rule 45(c)(2)(B) permits
the person served with the subpoena to object to it and
directs that an order requiring compliance “shall
protect a person who is neither a party nor a party’s
officer from significant expense resulting from”
compliance. Rule 45(d)(1)(D) is added to provide that
the responding person need not provide discovery of
electronically stored information from sources the
party identifies as not reasonably accessible, unless
the court orders such discovery for good cause,
considering the limitations of Rule 26(b)(2)(C}, on
terms that protect a nonparty against significant
expense. A parallel provision is added to Rule 26(b)(2).

Rule 45(a)(1)(B) is also amended, as is Rule
34(a), to provide that a subpoena is available to permit
testing and sampling as well as inspection and
copying. As in Rule 34, this change recognizes that on
occasion the opportunity to perform testing or
sampling may be important, both for documents and
for electronically stored information. Because testing
or sampling may present particular issues of burden
or intrusion for the person served with the subpoena,
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however, the protective provisions of Rule 45(c) should
be enforced with vigilance when such demands are
made. Inspection or testing of certain types of
electronically stored information or of a person’s
electronic information system may raise issues of
confidentiality or privacy. The addition of sampling
and testing to Rule 45(a) with regard to documents
and electronically stored information is not meant to
create a routine right of direct access to a person’s
electronic information system, although such access
might be justified in some circumstances, Courts
should guard against undue intrusiveness resulting
from inspecting or testing such systems.

Rule 45(d)(2) is amended, as is Rule 26(b)(5), to
add a procedure for assertion of privilege or of

_protection as trial-preparation materials after

production. The receiving party may submit the
information to the court for resolution of the privilege
claim, as under Rule 26(b)(5)(B).

Other minor amendments are made to
conform the rule to the changes described above.

Form 35. Report of Parties’ Planning Meeting
* Kk Kk k
3. Discovery Plan. The parties jointly propose to the

court the following discovery plan: [Use separate
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paragraphs or subparagraphs as necessary if parties
disagree.}

Discovery will be needed on the following

subjects: (brief description of subjects on which

diséoverv will be needed)

Disclosure or discovery of electronically stored
information should be handled as follows: _(brief

description of parties’ proposals)

The parties have agreed to an order regarding claims of
privilege or of protection as trial-preparation material

asserted after production, as follows: (brief description

of provisions of proposed order).

All discovery commenced in time to be

completed by (date) . |Discovery
on (issue for early discovery) to be
completed by (date) ]
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Pending Amendments
Cover Five Related Areas

» The pending amendments cover five related areas, which are described in
more detail below:

~ Defniion of discoverable materials;
- E:g attention to issues relating to electronic discovery, including the format of
uction;

- Discovery oleledmnh@w stored information from sources that are not

reasonably accessble;

~ The procedure for asserting ctalm of privilege or work-product protection after
production; and

- A “safe harbor” fimi on sanctions under Rule 37 for the ioss of ebc!mnlcgg'
stored information as a resutt of the routine, good faith operation of an elecironic
information system.

In addition, t Rule 45 o tha changes in Rules
28-37.

OOZEN
O'CONNOR,

" The New Concept of “Electronically Stored
Information” and Recognition That Information
Exists Within Enveloping “Systems”

- A fundamental change in the rules is their
termination of the practice of considering
electronic information as a subset of the
concept “document”. Instead, throughout
the rules an entirely new phrase is given
life. This is “electronically stored
information”.

O'CONNOR,




The Proposed Amendments

+» Drive early attention to e- - 16(b), 26(a), 26(7)
discovery {e.g., duty to
preserve)
Adopt a two-tiered approachto  _
discovery based on 25(0%2)

accessibility of data
Provide a means of addressing

assertions of privilege after - 26(bX5)
production
+ Distinguish electronically- - 34(a)

stored information (ES)) fro:
documents :

O'CONNOR.

The Proposed Amendments
(cont.)

Allow interrogatories to - 33(d

be answered by ESI @
Establish procedure for

parties to specig formof - 34(b)
production of ESI

Create a “safe harbor” for

routine good faith - 37(h

operation of computer

systems

Conforms subpoena

practice to party

discovery amendments - 45

O'CONNOR.

Early Attention to E-Discovery
Matters, Disclosures

One of the critical amendments in the E-
discovery package is reference to
collaborative communication about
electronic discovery matters early in the
case. This will occur in the “Conference of
Parties” mandated by Rule 26(f); in the
“Required Disclosures” governed by Rule
26(a); and in the Scheduling and Planning
aspects of Rule 16(b).
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The Meet and Confer Proposals

Rules 26(a) and 26(f)

« Parties must discuss issues relating to the
preservation of discoverable information.

« Parties must also discuss issues relating to
disclosure or discovery of electronically stored
information, including the form or forms in which
it should be produced. :

« Parties must also discuss any issues relating to
claims of privilege.

0
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‘Meet and Confer Proposals
(cont.)

Rule 16(b)

» Allows the court’s initial scheduling order
to reflect any of the agreements reached
between counsel at the Rule 26(f)
conference.

O'CONNOR,

fo

Rules 26(b)(5)(B) and
) 26(f) Provide a Framework
r the Recovery of Inadvertently Produced Protected
Information

= A producing party may notify the receiving party, within a reasonable
time, of a claim that pﬁvileged material or work-product was
inadvertently produced. After receiving notification, the receiving
party must return, sequester or destroy the information, and may not
use of disclose it to third parties until the claimis resolved. If the
receiving party discloses the information before being notified, the
receiving party must also take reasonable steps to retrieve the
information. The receiving party has the option of submitting the
information directly to the court to decide whether the information is
pﬁvilege%d of protected as claimed and, if so, whether the waiver has
occurred.
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Conforming Amendments
to Rule 33(d)

* Rule 33(d) now allows a party to specify
electronically stored information in such a
way as to answer an interrogatory

O'GONNOR.

The “Form” of lriformation is
' Dynamic

* Rule 34(b) adds an entirely new procedure,
necessitated by the use of the concept of
electronically stored information.

» Unless there is an agreement or court order, the
form of production will either be the form in
which the information is ordinarily maintained or
a form that is “reasonably usable.”

O'OONNOR.

Rule 35

» In addition, Form 35 has been amended to
include a section on how the parties jointly
propose that the disclosure or discovery of
electronically stored information should be
handled.

O'GONNOR.
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Changes to Rule 45

Finally, Rule 45 was also amended to conform with the
other discovery rules, but particularly Rule 34(b), Rule
26(b)(2), and Rule 26(b)(5). A subpoena may now
specifically request ESI, just as in Rule 34, and may
specify the form in which ESl is to be produced. Written
objection can be made to providing the ESI in the form
requested. Just as in Rule 34(b), if the subpoena does
not specify the form of the requested ESl|, the person
responding must produce the information in the form in
which the person ordinarily maintains it, or in a form that
is reasonably usable. Only one form is required.
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In order to prepare for the proposed amendments to the Federal Rules of Civil
Procedure which become effective on 12/1/06, following is an outline of
recommendations that you may want to consider. As you know, Rule 26(f) of the
proposed amendments requires parties, early in litigation, to discuss the foliowing

subjects:
1', The parties' computer systems;
2. Persons with special knowledge;
3. The scope of electronic discovery;
4. Sources of data which are inaccessible and, therefore, which will not be

searched for purposes of discovery; and
5. Data which is reasonably accessible.

A. Assembling the Right Team, an Electronically Stored Information (ESI)
Team

¢ It may be comprised of:

(1)  Arepresentative from General Counsel's office or Division
Counsel’s office as the team leader;

(2) . Arepresentative or representatives from the IT Department;

@) A répresentative or representatives from the Records Management
Department;

(4)  Arepresentative or representatives from the Claims Department;

(8) Arepresentative or representatives from the Underwriting
Department;

(6)  Outside counsel; and

(7)  Outside vendor(s).

Responsibilities

¢ The size of the team needed to preserve, collect, review, and produce
data is driven by the scope of the litigation and the discovery requests at
issue. The task of the ESI team should include, among other things,
developing and implementing a data preservation plan, interviewing




witnesses to identify the location of data responsive to discovery requests;
developing and implementing a data collection protocol; reviewing data to
determine if it is privileged or entitled to be designated as “confidential”
under any applicable confidentiality order; developing form documents
such as litigation hold emails; identifying and organizing key data; and
supervising the data vendor selected to help manage the data to be
produced in the litigation. The General Counsel or Division Counsel can
assist with identifying and interviewing key witnesses, opening lines of
communication between outside counsel and members of the IT
department, helping to identify the proper scope of data preservation and
collection, communicating with employees about the duty to preserve
documents, and helping identify privileged data.

B. Developing a Project Plan'

¢ The facts and circumstances of the litigation, the scope of discovery, and
a wide variety of other factors will dictate the content and complexity of the
project plan. Below, however, are some steps to consider when
implementing a typical electronic discovery plan and ideas on how to
organize the workload to help the project run efficiently and economically.
These steps can be broken. generally into three categories: data
preservation, data collection, and data review and production.

C. Steps to Preserving Electronic Data

¢ The ESI team should act quickly to evaluate the proper scope of
preservation. In doing so, the team should think more broadly than what
is likely to be deemed relevant in the litigation. It should think in terms of
what may lead to the discovery of admissible evidence. In assessing what
preservation efforts are appropriate in a partlcular case, consider the
following steps:

1) Key employee interviews;

(2)  Consult organizational charts. Current and historical organizational
charts can be helpful in identifying witnesses who know the Iocatlon
of data that should be preserved;

(3)  Use a checklist to identify sources of data. The team should
consider developing a checklist to use when interviewing
employees about the sources of electronic data;

(4)  Network drives and back-up tapes. The team should work with the
IT department to address preservation of data on active servers
and back-up tapes, when necessary. It may be necessary to
suspend rotation of some back-up tapes. The IT department may
also need to copy or preserve information on networks that might



otherwise be inadvertently moved, erased, or archived into a Iess
accessible media; :

(5) Departing employees. The team should consider taking special
precautions in preserving information in the possession of departing
employees. This is particularly true if data would be lost in the
routine reassignment of electronlc devices serving departing
employees;

(6) Preservation memorandum. A preservation memorandum should
be recirculated periodically to remind current employees, and to
inform new employees, of the need to preserve potentially relevant
data; and

(7)  Network level preservation. While the distribution of a preservation
memorandum to individual employees is one tool to preserve
information stored on employee-specific local hard drives or other
media storage devices, the IT department may also need to
preserve data at a network level. For example, email server default
stored settings may need to be adjusted to avoid the potential loss
of information due to server storage capacity limits. The team
should work closely with the IT department to evaluate the impact
of preservation efforts on the organization and, whenever possible,
develop creative, common sense solutions that protect the
information at issue while avoiding unnecessary expense and
distribution to the organization.

Steps to Collecting Electronic Information

¢ Collector Check List — One technique to promote efficient and

comprehensive data collection from individual employees is to work from a
checklist of examples and potential sources of information that the ESI
team should consider. If the team relies on employees to help collect
information, it should provide employees with specific instructions on how
to search for and retrieve data. Detailed instructions are useful to
standardize search efforts between various departments. For example,
procedures for email collection may include instructions on how to create
a network case folder on the server, and instructions on how to run a full
text and advanced search in the user’s mailbox that focuses on the in-box,
sent items, and deleted items folders.

~Data Organization — As data is collected, a procedure may need to be

established to preserve data as it is maintained in the ordinary course of
business. If data is kept in digital form, this may require the maintenance
of the file structure from where the data is copied. If data is printed out,
slip sheets may need to be placed between data documents so the
beginning and end of each document can be readily identified.



*

Security — At every step in the process, the team should consider data
security. Security measures may involve data encryption to the extent
collected data is transmitted to the email. It may also be advisable to have
the IT department assign specific user rights, encryption, and password
protection to the directories holding responsive data. The use of a
detailed tracking log of what has been preserved, collected, and produced
is essential.

Quality Control — As with other stages in the document preservation and
collection process, a mechanism to audit the data collection may prove to
be an invaluable tool for avoiding errors.

E. Steps to Reviewing and Producing Electronic Documents

*

Data Form — After data has been collected, the data must be evaluated for
responsiveness and potential privilege issues. The team also has to
decide upon what form the production should take. For example, the data
collected from an individual's computer may be produced as a digital
“picture” of the data in the form of a PDF or TIFF file, or a native
application. One advantage to producing data as a TIFF or PDF file is the
prevention of post-production modification of the document. The team
should carefully evaluate the pros and cons of each data form option.

Objective Coding — In addition to reviewing collected data for
responsiveness and privilege, the team may elect to objectively code
documents to create a searchable database. Objective coding may list for
each document the individuals receiving the document, the author, the
date, or other objective information.

Subjective Coding — Another component of data review and production
involves the subjective coding of collected documents. For example, the
team can code documents based on key issues selected to assist them
with investigating and presenting the issues in the case.

Production Organization — A key issue is how to preserve logical page
breaks. When digital data is printed out, or converted to TIFF or PDF
form, it is sometimes difficult to determine where one page stops and the
next page begins. Consideration should be given to how to organize
email files with associated individual attachments so as to provide all data
related to the email while maintaining a logical file structure consistent with
the way the data is kept in the ordinary course of business. Also, the team
may want to consider using a chain of custody checklist.

Redaction — As with preservation and collection, some method for quality
assurance must be built into this stage of data production overflow. This
may include a “re-review” of selected data to be produced to ensure that
privileged and non-responsive documents are excluded from the
production set and that all appropriate redactions have been marked by



attorneys and appear correctly in the production set.

¢ Managing Production Information — Various database management
software systems are available to manage subjective and objective coding
data, in addition to digital images of the production set. Popular software
for this purpose includes Concordance, Summation, Ipro, CaseMap,
TimeMap, and Microsoft Access. Database management vendors may
also offer secure on-line hosting of database information. While on-line
database hosting provides the advantage of remote access via the
Internet, the team should carefully consider all security issues involved
before adopting a remote access strategy. :
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Overview of Electromnic Discovery

Most documents today are in digital form. “Electronic (or digital) documents” refers to any in-
formation created, stored, or best utilized with computer technology of any sort, including busi-
ness applications, such as word processing, databases, and spreadsheets; Internet applications,
such as e-mail and the World Wide Web; devices attached to or peripheral to computers, such as
printers, fax machines, pagers; web-enabled portable devices and cell phones; and media used to
store computer data, such as disks, tapes, removable drives, CDs, and the like.

There are significant differences, however, between conventional documents and electronic
documents—differences in degree, kmd and costs.

Differences in degree. The volume, number of locations, and data volatility of electronic docu-
ments are significantly greater than those of conventional documents.

A floppy disk, with 1.44 megabytes, is the equivalent of 720 typewritten pages of
plain text. A CD-ROM, with 650 megabytes, can hold up to 325,000 typewritten
‘pages. One gigabyte is the equivalent of 500,000 typewritten pages. Large corporate
computer networks create backup data measured in terabytes, or 1,000,000 mega-
bytes: each terabyte represents the equivalent of 500 [m]1lllon typewritten pages of
plain text.?

One paper document originating from a corporate computer network and shared with other
employees who commented on it may result in well over 1,000 copies or versions of that docu-
ment in the system. A company with 100 employees sending or receiving the industry average
25 e-mail messages a day produces 625,000 e-mail messages a year, generally unorganized and
full of potentially embarrassing or inappropriate comments. Document search locations not
only include computer hard drives, but also network servers, backup tapes, e-mail servers; out-
side computers, servers, and back up tapes; laptop and home computers; and personal digital
assistants or other portable devices. Electronic documents are easily damaged or altered - e.g., by
simply opening the file. Computer systems automatically recycle and reuse memory space, over-
write backups, change file locations, and otherwise maintain themselves automatically—with
the effect of altering or destroying computer data without any human intent, intervention, ot
even knowledge. And, every electronic document can look like an original.

! Much of the material in this introduction is condensed directly from a presentation on electronic discovery by Ken
Withers, former Senior Judicial Education Attorney at the Federal Judicial Center, to the National Workshop for United. States
Magistrate Judges on June 12,°2002.

2 Committee on Rules of Practice and Procedures of the Judicial Conference of the United States, Report of the Civil Rules
Advisory Committee, p.3 (Washington, DC: August 3, 2004).
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Differences in kind. One difference in kind between digital discovery and conventional paper
discovery is that digital transactions (creation of an electronic airline ticket, for example) of-
ten create no permanent document in electronic or any other form. There are only integrated
databases containing bits and pieces of millions of transactions. After a customer has printed
out an e-ticket and moved to a different screen, the e-ticket “disappears.” In addition, unlike
conventional documents, electronic documents contain non-traditional types of data including
metadata, system data, and “deleted” data. Metadata refers to the information embedded in an
electronic file about that file, such as the date of creation, author, source, history, etc. System
data refers to computer records regarding the computer’s use, such as when a user logged on or
off, the websites visited, passwords used, and documents printed or faxed. “Deleted” data is not
really deleted at all. The computer has merely been told to ignore the “deleted” information
and that the physical space that the data takes up on the hard drive is available for overwriting
when the space is needed. The possibility that a deleted file can be restored or retrieved presents
a temptation to engage in electronic discovery on a much broader scale than is usually contem-
plated in conventional paper discovery.

Differences in costs. Cost differences are often thought to include differences in the allocation
of costs as well as the amount of costs. In conventional “big document” cases, for example,
when responding parties simply make boxes of documents available for the requesting party to
review, the costs of searching through the boxes typically fall on the requesting parties. On the
other hand, the cost to the responding parties of locating, reviewing, and preparing vast digital
files for production is perceived to be much greater than in conventional discovery proceedings.
One reported case, for example, involved the restoration of 93 backup tapes. The process was es-
timated to cost $6.2 million before attorney review of the resulting files for relevance or privilege
objections. Complete restoration of 200 backup tapes of one of the defendants in another prom-
inent reported decision was estimated to cost $9.75 million, while restoration of eight randomly
selected tapes to see if any relevant evidence appeared on them, could be done for $400,000.

The high costs of electronic discovery frequently include the costs of experts. Systems ex-
perts know the computers, software, and files at issue in the case. Outside experts are often
brought in to conduct electronic discovery. Their role is to take the data collections, convert
them into indexed and reviewable files, and ready them for production. Forensic examiners, the
most expensive of all, may be brought in to search for deleted documents, missing e-mail, and
system data. ' '

On the other hand, electronic discovery can also greatly reduce the costs of discovery and
facilitate the pretrial preparation process. When properly managed, electronic discovery allows
a party to organize, identify, index, and even authenticate documents in a fraction of the time
and at a fraction of the cost of paper discovery while virtually eliminating costs of copying and
transport. ’

Purpose and Role of the Guidelines
Until recently, electronic discovery disputes have not been a standard feature of state court litiga-

tion in most jurisdictions. However, because of the near universal reliance on electronic records
both by businesses and individuals, the frequency with which electronic discovery-related ques-
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tions arise in state courts is increasing rapidly, in all manner of cases. Uncertainty about how
to address the differences between electronic and traditional discovery under current discovery
rules and standards “exacerbates the problems. Case law is emerging, but it is not consistent and
discovery disputes are rarely the subject of appellate review.”?

Accordingly, the Conference of Chief Justices established a Working Group at its 2004 An-
nual Meeting to develop a reference document to assist state courts in considering issues related
to electronic discovery. The initial draft of the first four Guidelines was sent to each state’s chief
justice in March, 2005. A Review Draft was circulated for comment in October 2005 to each
Chief Justice and to a wide array of lawyer organizations and e-discovery experts. Seventeen sets
of comments were received* and were reviewed by the Working Group in preparing the March
2006 version of the Guidelines. The Working Group wishes to express its deep appreciation to
all those who took the time to share their experience, insights, and concerns.

These Guidelines are intended to help reduce this uncertainty in state court litigation by as-
sisting trial judges faced by a dispute over e-discovery in identifying the issues and determining
the decision-making factors to be applied. The Guidelines should not be treated as model rules
that can simply be plugged into a state’s procedural scheme. They have been crafted only to
offer guidance to those faced with addressing the practical problems that the digital age has cre-
ated and should be considered along with the other resources cited in the attached bibliography
including the newly revised provisions on discovery in the Federal Rules of Civil Procedure® and
the most recent edition of the American Bar Association Standards Relating to Discovery.®

3 Id. at 3.

4 From: The American College of Trial Lawyers (ACTL); The Association of Trial Lawyers of America (ATLA); Courtney
Ingraffia Barton, Esq., LexisNexis® Applied Discovery; Gary M. Berne, Esq., Stoll Stoll Berne Lokting & Shlachter PC, Portland,
OR; Richard C. Broussard, Esq., Broussard & David, Lafayette, LA; David Dukes, Esq., President, The Defense Research Institute
(DRI); Walter L. Floyd, Esq., The Floyd Law Firm, PC, St. Louis, MO; Thomas A. Gottschalk, Executive Vice President — Law &
Public Policy and General Counsel, General Motors; Robert T. Hall, Esq., Hall, Sickells, Frei and Kattenberg, PC Reston, VA;
Justice Nathan L. Hecht, Supreme Court of Texas; Andrea Morano Quercia, Eastman Kodak Company; Prof. Glenn Koppel,
Western State University Law School; Michelle C. S. Lange, Esq., & Charity |. Delich, Kroll Ontrack Inc.; Lawyers for Civil Justice
(LCP), U.S. Chamber Institute for Legal Reform, DRI, the Federation of Defense and Corporate Counsel, & the international
Association of Defense Counsel; Charles W. Matthews, Vice President and General Counsel, Exxon Mobil; Harry Ng, American
Petroleum Institute; Clifford A. Rieders, Esq., Riders, Travis, Humphrey, Harris, Waters & Waffenschmidt, Williamsport, PA.

5 The revised rules were approved by the United States Supreme Court on April 12, 2006, and will take effect on Decem-
ber 1, 2006, unless Congress enacts legislation to reject, modify, or defer the amendments.”

6 American Bar Association Standards Relating to Civil Discovery, (Chicago, IL: August 2004).
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Recognizing that:

e there are significant differences in the discovery of conventional paper documents and
electronically stored information in terms of volume, volatility, and cost;

e until recently, electronic discovery disputes have not been a standard feature of state
court litigation in most jurisdictions;

e the frequency with which electronic discovery-related questions arise in state courts is
increasing rapidly, because of the near universal reliance on electronic records both by
businesses and individuals; and

e  uncertainty about how to address the differences between discovery of conventional
and electronically-stored information under current discovery rules and standards ex-
acerbates the length and costs of litigation; and

e discovery disputes are rarely the subject of appellate review;

the Conference of Chief Justices (CCJ) established a Working Group at its 2004 Annual Meeting
to develop a reference document to assist state courts in considering issues related to electronic
discovery.

A review draft of proposed Guidelines was widely circulated for comment in October, 2005

‘Many sets of thorough and thoughtful comments were received and discussed by the Working

Group in preparing a final draft for consideration by the members of CCJ at its 2006 Annual
Meeting. At its business meeting on August 2, 2006, CCJ approved the Guidelines for State Trial
Courts Regarding Discovery of Electronically-Stored Information as a reference tool for state
trial court judges faced by a dispute over e-discovery. '

 These Guidelines are intended to help in identifying the issues and determining the deci-
sion-making factors to be applied in the circumstances presented in a specific case. They should
not be treated as model rules or universally applicable standards. They have been crafted only
to offer guidance to those faced with addressing the practical problems that the digital age has
created. The Conference of Chief Justices recognizes that the Guidelines will become part of the
continuing dialogue concerning how best to ensure the fair, efficient, and effective administra-
tion of justice as technology changes. They should be considered along with the other resources
such as the newly revised provisions on discovery in the Federal Rules of Civil Procedure and
the most recent edition of the American Bar Association Standards Relating to Discovery. Al-

. though the Guidelines acknowledge the benefits of uniformity and are largely consistent with the

revised Federal Rules, they also recognize that the final determination of what procedural and

ix
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evidentiary rules should govern questions in state court proceedings (such as when inadvertent
disclosures waive the attorney-client privilege) are the respon31b111ty of each state, based upon its
legal tradition, experience, and process.

The Guidelines are being sent you to because of your mterest in the civil justice process gen-
erally and electronic discovery issues in particular. Additional copies can be downloaded from
the National Center for State Courts’ website - www.ncsconline.org.

Conference of Chief Ju#tices
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Gmdelmes For State tate Trial Courts Regardmg D:scovery

Of E lectromcally-Stored Informatmn

1. Definitions

A. Electronically-stored information is any information created, stored, or best uti-
lized with computer technology of any type. It includes but is not limited to
data; word-processing documents; spreadsheets; presentation documents; graph-
ics; animations; images; e-mail and instant messages (including attachments); au-
dio, video, and audiovisual recordings; voicemail stored on databases; networks;
computers and computer systems; servers; archives; back-up or disaster recovery
systems; discs, CD’s, diskettes, drives, tapes, cartridges and other storage media;
printers; the Internet; personal digital assistants; handheld wireless devices; cel-
lular telephones; pagers; fax machines; and voicemail systems.

B. Accessible information is electronically-stored information that is easily retriev-
able in the ordinary course of business without undue cost and burden.

COMMENT: The definition of electronically-stored information is based on newly revised sec-
tion 29 of the American Bar Association Standards Relating to Civil Discovery. (August 2004). It is
intended to include both on-screen information and system data and metadata that may not be
readily viewable. The list included in the Guideline should be considered as illustrative rather
than limiting, given the rapid changes in formats, media, devices, and systems.

The definition of accessible information is drawn pending Federal Rule 26(b)(2)(B) (2006). See
also Zubulake v. UBS Warburg LLC, 217 ER.D. 390 (S.D.N.Y. 2003)(Zubulake I1I). What constitutes
an undue cost or burden will need to be determined on a case by case basis. However, examples
of information that may not be reasonably accessible in all instances include data stored on
back-up tapes or legacy systems; material that has been deleted; and residual data.

2. Responsibility Of Counsel To Be Informed About Client’s
Electronically-Stored Information

In any case in which an issue regarding the discovery of electronically-stored information
is raised or is likely to be raised, a judge should, when appropriate, encourage counsel to be-
come familiar with the operation of the party’s relevant information management systems,
including how information is stored and retrieved. If a party intends to seek the produc-
tion of electronically-stored information in a specific case, that fact should be cominuni-
cated to opposing counsel as soon as possible and the categories or types of information to
be sought should be clearly identified.
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COMMENT: This provision is drawn from the Electronic Discovery Guidelines issued by the U.S.
District Court for the District of Kansas (para. 1) and is consistent with other rules and proposed
rules that place a responsibility on counsel, when appropriate and reasonable, to learn about
their client’s data storage and management systems and policies at the earliest stages of litigation
in order to facilitate the smooth operation of the discovery process. [See e.g., pending Federal
Rules of Civil Procedure 26(f) (2006)]. While the manner in which this encouragement should
be given will, of necessity, depend on the procedures and practices of a particular jurisdiction
and the needs of the case before the court, the court should establish the expectation early that
counsel must be well informed about their clients’ electronic records. Voluntary resolution of is-
sues involving electronically-stored information by counsel for the parties should be encouraged.
Such agreements can be facilitated if the party seeking discovery clearly indicates the categories
of information to be sought so that counsel for the producing party may confer with its clients
about the sources of such information and render advice regarding preservation obligations.

3. Agreements By Counsel; Pre-Conference Orders

A. In any case in which an issue regarding the discovery of electronically-stored in-
formation is raised or is likely to be raised, a judge should encourage counsel to
meet and confer in order to voluntarily come to agreement on the electronically-
stored information to be disclosed, the manner of its disclosure, and a schedule
that will enable discovery to be completed within the time period specified by
[the Rules of Procedure or the scheduling order].

B. In any case in which an issue regarding the discovery of electronically-stored in-
formation is raised or is likely to be raised, and in which counsel have not reached
agreement regarding the following matters, a judge should direct counsel to ex-
change information that will enable the discovery process to move forward ex-
peditiously. The list of information subject to discovery should be tailored to the
case at issue. Among the items that a judge should consider are:

(1) A list of the person(s) most knowledgeable about the relevant computer
system(s) or network(s), the storage and retrieval of electronically-stored in-
formation, and the backup, archiving, retention, and routine destruction of -
electronically stored information, together with pertinent contact informa-
tion and a brief description of each person’s responsibilities; -

(2) A list of the most likely custodian(s), other than the party, of relevant elec-
tronic data, together with pertinent contact information, a brief description
of each custodian’s responsibilities, and a description of the electronically-
stored information in each custodian’s possession, custody, or control;

(3) A list of each electronic system. that may contain relevant electronically-
stored information and each potentially relevant electronic system that was
operating during the time periods relevant to the matters in dispute, together
with a general'description of each system,;

2
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(4) An indication whether relevant electronically-stored information may be of
limited accessibility or duration of existence (e.g., because they are stored
on media, systems, or formats no longer in use, because it is subject to de-
struction in the routine course of business, or because retrieval may be very
costly); ' ' :

(5) A list of relevant electronically-stored information that has been stored off-
site or off-system;

(6) A description of any efforts undertaken, to date, to preserve relevant elec-
tronically-stored information, including any suspension of regular document
destruction, removal of computer media with relevant information from its
operational environment and placing it in secure storage for access during
litigation, or the making of forensic image back-ups of such computer me-
dia;

(7) The form of production preferred by the party; and

(8) Notice of any known problems reasonably anticipated to arise in connec-
tion with compliance with e-discovery requests, including any limitations
on search efforts considered to be burdensome or oppressive or unreasonably
expensive, the need for any shifting or allocation of costs, the identification
of potentially relevant data that is likely to be destroyed or altered in the
normal course of operations or pursuant to the party’s document retention
policy. ' '

COMMENT: This Guideline combines the approaches of the pending Federal Rules of Procedure
26(f)(3) (2006) and the rule proposed by Richard Best that relies heavily on the Default Standard
for Discovery of Electronic Documents promulgated by the U.S. District Court for the District of
Delaware. The Guideline expresses a clear preference for counsel to reach an agreement on these
matters. Because not all states follow the three-step process contemplated by the Federal Rules’
or require initial party conferences, paragraph 3(A) recommends that trial judges “encourage”
counsel to meet in any case in which e-discovery is or is likely to be an issue.

When counsel fail to reach an agreement, the Guideline recommends that judges issue an
order requiring the exchange of the basic informational foundation that will assist in tailoring
e-discovery requests and moving the discovery process forward. While not all of these items
may be needed in every case, the list provides the elements from which a state judge can select

" to craft an appropriate order.

~ In order to address concerns regarding the Delaware Default Order expressed by defense
counsel, the Guideline inserts a standard of relevance.® For example, unlike the proposed Cali-
fornia rule and the Delaware Default Standard, it requires a list of only those electronic systems

7 Step 1: Counsel exchdnge basic information and become familiar with their client’s information syStems; Step 2:
Counsel confer to attempt to resolve key discovery issues and develop a discovery plan; and Step 3: A hearing and order to

- memorialize the plan and determine unsettled issues.

8 Relevance in this context refers to a state’s standard of relevance for discovery purposes, not the standard used to de-
termine admissibility at trial.
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on which relevant electronically-stored information may be stored or that were operating dur-
ing the time periods relevant to the matters in dispute, rather than the broader “each relevant
electronic system that has been in place at all relevant times.” It is hoped that in this way, the
burden on the responding party may be reduced by being able to focus solely on the systems
housing the actual electronically-stored information or data that is or will be requested. Of
course, the best way of limiting the burden is for counsel to agree in advance, thus obviating the
need to issue a pre-conference order. '

Subparagraph 2(B)(3) suggests that the parties be required to provide a general description of
each electronic system that may contain relevant electronically-stored information. Ordinarily,
such descriptions should include the hardware and software used by each system, and the scope,
character, organization, and formats each system employs.

Subparagraph 2(B)(7) of the Guideline includes one issue not covered in the proposed Califor-
nia rule or Delaware Default Standard -- the form of production preferred by the party. [See the
pending Federal Rules of Civil Procedure 26(f)(3) (2006).] Including an exchange of the format
preferences early will help to reduce subsequent disputes over this thorny issue.

4. Initial Discovery Hearing Or Conference

Following the exchange of the information specified in Guideline 3, or a specially set
hearing, or a mandatory conference early in the discovery period, a judge should inquire
whether counsel have reached agreement on any of the following matters and address any

disputes regarding these or other electronic discovery issues:

A. The electronically-stored information to be exchanged including information -
that is not readily accessible; '

B. The form of production;

C. The steps the parties will take to segregate and preserve relevant electronically
stored information;

D. The procedures to be used if pr1v1leged electronically-stored information is inad-
vertently disclosed; and

E. The allocation of costs.
COMMENT: This Guideline is derived from Electronic Discovery Guidelines issued by the U.S.

District Court for the District of Kansas. It addresses the next stage of the process, and lists for
the trial judge some of the key issues regarding electronic discovery that the judge may be called

" upon to address. The intent is to identify early the discovery issues that are in dispute so that

they can be addressed promptly.
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5. The Scope Of Electronic Discovery

In deciding a motion to protect electronically-stored information or to compel discovery
of such information, a judge should first determine whether the material sought is subject
to production under the applicable standard for discovery. If the requested information
is subject to production, a judge should then weigh the benefits to the requesting party
against the burden and expense of the discovery for the responding party, considering such

factors as:

A. - The ease of accessing the requested information;

B. The total cost of production compared to the amount in controversy;

C. The materiality of the information to the requesting party;

D. The availability of the information from other sources;

E. The complexity of the case and the importance of the issues addressed;

F. The need to protect privileged, proprietary, or confidential information, includ-
ing trade secrets; '

G. Whether the information or software needed to access the requested information
is proprietary or constitutes confidential business information;

H. The breadth of the request, including whether a subset (e.g., by date, author, re-
cipient, or through use of a key-term search or other selection criteria) or repre-
sentative sample of the contested electronically stored information can be pro-
vided initially to determine whether production of additional such information
is warranted;

1.  The relative ability of each party to control costs and its incentive to do so;

J.  The resources of each party compared to the total cost of production;

K. Whether the requesting party has offered to pay some or all of the costs of identi-
fying, reviewing, and producing the information;

L. - Whether the electronically-stored information is stored in a way that makes it
more costly or burdensome to access than is reasonably warranted by legitimate
personal, business, or other non-litigation-related reasons; and

M. Whether the responding party has deleted, discarded, or erased electronic infor-

mation after litigation was commenced or after the responding party was aware
that litigation was probable. '
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COMMENT: This Guideline recommends that when a request to discover electronically-stored
information is contested, judges should first assess whether the information being sought is
subject to discovery under the applicable state code, rules, and decisions (e.g., whether the mate-
rial sought is relevant to the claims and defenses of the party, or relevant to the subject matter
under dispute, or could lead to admissible evidence). Once this question has been answered, the
Guideline suggests that judges balance the benefits and burdens of requiring discovery, offering a
set of factors to consider derived from the revised American Bar Association Standards Relating to
Civil Discovery, Standard 29.b.iv. (August 2004). In so doing, it sets out a framework for decision-
making rather than specific presumptions regarding “reasonably accessible” vs. “not reasonably
accessible” data; active data vs. “deleted” information; information visible on-screen vs. meta-
data; or forensic vs. standard data collection. But see e.g., Pending Federal Rule of Civil Procedure
26(b)(2)(2006); The Sedona Conference Working Group on Best Practices for Electronic Docu-
ment Retention and Production, The Sedona Principles, Principles 8, 9, and 12 (Silver Spring, MD:
The Sedona Conference 2004). It is unlikely that all of the factors will apply in a particular case,
though the first six will arise in most disputes over the scope of electronically stored information.
See e.g., Public Relations Society of America, Inc. v. Road Runner High Speed Online, 2005 WL 1330514
(N.Y. May 27, 2005). '

Depending on the circumstances and the decision regarding the scope of discovery, the
judge may wish to consider shifting some or all of the costs of production and review in accor-
dance with the factors cited in Guideline 7, infra.

6. Form Of Production

In the absence of agreement among the parties, a judge should ordinarily require electroni-
cally-stored information to be produced in no more than one format and should select the
form of production in which the information is ordinarily maintained or in a form that is
reasonably usable. '

COMMENT: In conventional discovery, the form of production was seldom disputed. In elec-
tronic discovery, there are many choices besides paper. While a party could produce hard-copy
printouts of all electronic files, doing so would likely hide metadata, embedded edits, and other
non-screen information. It also would be voluminous and cumbersome to store, and costly to
produce and search. On the other hand, producing all data in “native format” (i.e. streams of
electrons on disks or tapes exactly as they might be found on the producing party’s computer)
would provide all the “hidden” data and be more easily stored, but would be just as difficult to
search without the word-processing, e-mail, or database software needed to organize and present
the information in a coherent form. , :

This Guideline is based on pending Federal Rule of Civil Procedure 34(b)(ii) and (iii) (2006).
It recommends that parties should not be required to produce electronically-stored information
in multiple formats absent a good reason for doing so. See also comment 12.c of The Sedona Prin-
ciples. [The Sedona Conference Working Group on Best Practices for Electronic Document Reten-
tion and Production, The Sedona Principles (Silver Spring, MD: The Sedona Conference 2004).]
Requests for multiple formats should be subject to the same cost-benefit analysis as suggestéd in
Guideline 5. '
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The Guideline, like the pending Federal Rule, suggests rendition in the form in which the
information is ordinarily maintained or in another form that is reasonably useable. The Guide-
line, thus, assumes that the information’s standard format is reasonably usable or it would be of
no benefit to the party who has produced it, but allows substitution of another format that may
still be helpful to the requesting party. Whether the production of metadata and other forms of
hidden information, are discoverable should be determined based upon the particular circum-
stances of the case.

7. Reallocation of Discovery Costs

Ordinarily, the shifting of the costs of discovery to the requesting party or the sharing
of those costs between the requesting and responding party should be considered only
when the electronically-stored information sought is not accessible information and when
restoration and production of responsive electronically-stored information from a small
sample of the requested electronically-stored information would not be sufficient. When
these conditions are present, the judge should consider the following factors in determin-
ing whether any or all discovery costs should be borne by the requesting party:

A. The extent to which the request is specifically tailored to discover relevant infor-
mation;

B. The availability of such information from other sources;

C. The tqtal cost of production compared to the amount in controversy;

D. The tot;al cost of production compared to the resources available to each party;
E. The relative ability of eéch party to control costs and its incentive to do so;

F.  The importance of the issues at stake in the litigation; and

G. The relative benefits of obtaining the information.

COMMENT: This Guideline reflects the analysis conducted in Zubulake v. UBS Warburg LLC, 216
ER.D. 280 (S.D.N.Y. 2003)(Zubulake 11I), the leading federal case on the issue. The Court in Zu-
bulake established a three-tiered test for determining when it is appropriate to require a request-
ing party to pay or contribute to the cost of producing discoverable material. The first tier is a
determination of whether the electronically-stored information is accessible. The second tier is a
determination that a less-costly method of obtaining the needed information such as restoration
of a representative sample of the tapes, disks, or other storage media would not be feasible. The
final step is a cost-benefit analysis similar to that recommended in Guideline 5 for determining
the appropriate scope of discovery.

The Zubulake litigation involved a sex dlscrlmmatlon complaint in which the plaintiff re-
quested e-mail messages beyond the approximately 100 pages produced by the defendants.
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“She presented substantial evidence that more responsive e-mail existed, most likely
on backup tapes and optical storage media created and maintained to meet SEC
records retention requirements. The defendants objected to producing e-mail from
these sources, which they estimated would cost $175,000 exclusive of attorney re-
view time.” Withers, K.J., Annotated Case Law and Further Reading on Electronic Dis-
covery 17 (June 16, 2004).

The Court found the requested material to be relevant and ordered restoration of 5 of the
total of 77 back-up tapes at a cost of approximately $19,000. After determining that 600 of the
restored messages were responsive to the plaintiff’s discovery request, the Court ordered resto-
ration of the remaining tapes at an estimated cost of $165,954.67 for restoration and another
$107,695 for review, requiring the plaintiff to bear 25% and the defendants 75% of the costs of
restoration and the defendants to pay 100% of the costs of reviewing the material for privileged
information. Id., 30.

Like Zubulake, the Guideline treats cost-shifting as a matter for the judge’s discretion. (But
see Texas Rule of Civil Procedure 196.4 which requires that whenever-a court orders a respond-
ing party to produce information that is not ‘reasonably available,” the court must require the
requesting party to pay “the reasonable expenses of any extraordinary steps required to retrieve
and produce the information.”) It anticipates that the proposed cost/benefit analysis will both
encourage requesting parties to carefully assess whether all the information sought is worth pay-
ing for, while discouraging the producing party from storing the information in such a way as to
make it extraordinarily costly to retrieve.

8. Inadvertent Disclosure of Privileged Information
In determining whether a party has waived the attorney-client privilege because of an
inadvertent disclosure of attorney work-product or other privileged electronically stored
information, a judge should consider:

A. The total volume of information produced by the responding party;

B. The amount of privileged information disclosed;

‘C. The reasonableness of the precautions taken to prevent inadvertent disclosure of
privileged information;

D. The promptness of the actions taken to notify the receiving party and otherwise
remedy the error; and

E. The reasonable expectations and agreements of counsel.
COMMENT: Inadvertent disclosure of privileged information is sometimes unavoidable because
of the large amounts of information that are often involved in electronic discovery, and the

time and cost required to screen this voluminous material for attorney work product and other
privileged materials. As indicated in Guideline 4, the best practice is for the parties to agree on

8
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the process to use if privileged information is inadvertently disclosed and that such a disclosure
shall not be considered a waiver of attorney-client privilege. While “claw-back” or “quick peek”
agreements® are not perfect protections against use of privileged information by third parties
not subject to the agreement or by the receiving party in another jurisdiction, they do allow
the litigation to move forward and offer significant protection in many cases, especially when
coupled with a court order recognizing the agreement and declaring that inadvertent production
of privileged information does not create an express or implied waiver. [See The Sedona Confer-
ence Working Group on Best Practices for Electronic Document Retention and Production, The
Sedona Principles, Comment 10.d (Silver Spring, MD: The Sedona Conference 2004); and Report
of the Judicial Conference Committee on Practice and Procedure, pp 33-34 (September 2005).]

This Guideline applies when the parties have not reached an agreement regarding the in-
advertent disclosure of electronically stored information subject to the attorney-client privilege.
The first four factors are based on Alldread v. City of Grenada, 988 F.2d, 1425, 1433, 1434 (5* Cir.
1993). [See also United States v. Rigas, 281 E. Supp. 2d 733 (S.D.N.Y. 2003). The fifth factor listed
by the Court in Alldread - “the overriding issue of fairness” - is omitted, since the four factors
listed help to define what is fair in the circumstances surrounding a disclosure in a particular
case, but the reasonable expectations and agreements of counsel has been added to reinforce the
importance of attorneys discussing and reaching at least an informal understanding on how to
handle inadvertent disclosures of privileged information.

Unlike Texas Rule of Civil Procedure 193.3(d) and the most recent revisions to Federal Rule of
Civil Procedure 26(b)(5)(B), the Guideline does not create a presumption against a waiver when,
within 10 days after discovering that privileged material has been disclosed, “the producing party
amends the response, identifying the material or information produced and stating the privilege
asserted.” While the Texas nile has apparently worked well, creation of a presumption is a mat-
ter for state rules committees or legislatures and goes beyond the scope of these Guidelines.

9. Preservation Orders

A. When an order to preserve electronically-stored information is sought, a judge
should require a threshold showing that the continuing existence and integrity of
the information is threatened. Following such a showing, the judge should con-
sider the following factors in determining the nature and scope of any order:

(1) The nature of the threat to the continuing existence or integrity of the elec-
tronically-stored information; - '

(2) The potential for irrepérable harm to the requesting party absent a preserva-
tion order;

0 Claw-back agreements are a formal understanding between the parties that production of privileged information is

presumed to be inadvertent and does not waive the privilege and the receiving party must return the privileged material until
the question is resolved. Under “quick peek” agreements, counsel are allowed to see each other’s entire data collection before
production and designate those items which they believe are responsive to the discovery requests. The producing party then
reviews the presumably much smaller universe of files for privilege, and produces those that are responsive and not privileged,

~ along with a privilege log. K.J., Withers, “Discovery Disputes: Decisional Guidance,” 3 Civil Action No. 2, 4,5 (2004).

9
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(3) The capablhty of the responding party to maintain the mformatlon sought
in its original form, condition, and content; and

(4) The physical, technological, and financial burdens created by ordering pres-
ervation of the information.

B. When issuing an order to preserve electronically stored information, a judge
should carefully tailor the order so that it is no broader than necessary to safe-
guard the information in question.

COMMENT: One consequence of the expansion in the volume of electronically-stored informa-
tion resulting from the use of computer systems, is the reliance on automated data retention
programs and protocols that result in the periodic destruction of defined types of files, data, and
back-up tapes. These programs and protocols are essential for smooth operation, effectively man-
aging record storage, and controlling costs. The factors for determining when to issue a preser-
vation order apply after existence of a threat to the sought information has been demonstrated.

* They are drawn from the decision in Capricorn Power Co. v. Siemens Westinghouse Power Corp., 220

ER.D. 429 (W.D. Pa. 2004). They require balancing the danger to the electronically stored infor-
mation against its materiality, the ability to maintain it, and the costs and burdens of doing so.
Because electronically-stored information, files, and records are seldom created and stored

-with future litigation in mind, they cannot always be easily segregated. An order directing

a business to “halt all operations that can result in the destruction or alteration of computer
data, including e-mail, word-processing, databases, and financial information . . . can effectively
unplug a computer network and put a computer dependent company out of business.” K.]J.
Withers, “Electronic Discovery Disputes: Decisional Guidance,” 3 Civil Action No. 2, p.4 (NCSC
2004). Thus, the Guideline urges that when a preservation order is called for, it should be drawn
as narrowly as possible to accomplish its purpose so as to limit the impact on the responding
party’s operations. :

10. Sanctions

Absent exceptional circumstances, a judge should impose sanctions because of the destruc-
tion of electronically-stored information only if:

A. There was a legal obllgatlon to preserve the information at the time it was de-
stroyed;

B. . The destruction of the material was not the result of the routine, good falth opera-
tion of an electronic information system; and

C. The destroyed information was subject to production under the applicable state .
standard for discovery.

10
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COMMENT: This Guideline closely tracks pending Federal Rule of Civil Procedure 37(f) (2006),
but provides greater guidance to courts and litigants without setting forth the stringent stan-
dards suggested in the Sedona Principles [“a clear duty to preserve,” “intentional or reckless failure
to preserve and produce,” and a “reasonable probability” of material prejudice]. [The Sedona
Conference Working Group on Best Practices for Electronic Document Retention and Produc-
tion, The Sedona Principles, Principle 14 (Silver Spring, MD: The Sedona Conference 2004).]

11
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Preservation of Evidence
and Avoiding Spoliation
Sanctions
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Sanctions

+ Duty: Arises when party should know
litigation is reasonably certain to ensue.
(often pre-complaint)

« Affirmative obligation to preserve data.
(active, back-up, deleted?)

* Reasonableness Standard (culpability
and prejudice)

« Standard of Review: Abuse of Discretion
] coreN
QoRROR.

Sanctions

Adverse Inferences

— Content of deleted emails; against interest
(Morgan Stanley)

Exclude Evidence (witnesses, documents)
Direct Verdict

Attorney Sanctions (intentionally deleted
client files)

O'CONNOR,




Preservation/Avoiding Sanctions

» Litigation Hold (cease deletions and
overwriting; freeze data; clear written
instructions to client) (repeat....).

* Authorize counsel to meet with key players
and IT specialists to implement Hold.
(avoid bad faith).
¢
_CQOIEN _
OCONNOR.

Preservation/Avoiding Sanctions

 Counsel must understand e-discovery rules,
" client's network/computer system and retention
policies (checklists).

» Collect information as early as possible.

« Build e-discovery into litigation management
requirements (reporting/budget, avoid bad faith).

. Sv%rsee ongoing compliance with Litigation
old.

Last Thoughts

» Be proactive/assume the worst.
 Send adversary preservation letter.

» Know how to use e-discovery as a sword.

(Plaintiff on earlier notice of likely litigation
?).




Last Thoughts

Negotiate agreement or petition Court

Higher costs (client and carrier time;
attorney and consultant fees).

Higher risks (liability (fishing)/bad faith).
Don't ignore and hope it goes away.

O'CONNOR.
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Rule 26(b)(2)(B) -
The Two-tier System

» Rule 26(b)(2)(B) authorizes a party to not provide
discovery of electronically stored information from
sources that the party identifies as not reasonably
accessible because of undue burden or cost.

» If the requesting party, upon motion, seeks discovery
from an identified source, the responding party must
show that the sources are not reasonably accessible.
Even if the responding party meets the burden, the court
may still order discovery if the requesting party shows
good cause.

0

O'CONNOR.

Rationale of the Rule

Prevents the cost of discovery from getting
out of hand T

Distinguishes for the first time between
- two types of ESI (accessible and .
inaccessible) based on a flexible definition

O'CONNOR.




Sources of Data

+ Communication systems

+ Financial systems

« Facilities/transportation systems

» Application systems

+ Back up systems

* Archive systems

» Residual data/metadata throughout all systems

Two Types of Data

+ Data that is accessed in the ordinary
course of business.

VS.

» Data that is not routinely retrieved or used
for business purposes.

“not reasonably accessible”

= ESI that can only be located and retrieved
with substantial effort and expense

» Does not necessarily mean ESI that is not
used in the ordinary course of business

O'CONNOR.




The future may not look like this

Substantial Effort

» Measure by computer hours to retrieve
Measure by hardware needed to be
moved, modified

Measure by software needed to be
purchase/modified

Measure by man-hours needed to review
output

0

COTEN
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Undue Cost

» Measure relative to the value of the case

* Measure relative to likelihood of finding
relevant information

+ Measure relative to the parties’ ability to
pay

O'CONNOR.




Responding to an ESI Request
Which Includes Inaccessible Data

» Must only identify the sources of inaccessible
data requested, i.e., back up tapes, legacy data,
deleted data, efc.,

» No need to identify the contents of the
inaccessible data.

|+ State why is it not accessible — substantial effort

or undue cost (better say both)

Good Cause Supporting
Production of Inaccessible Data

* Good Cause -- the benefits of discovery
outweigh the burdens and costs of
production
- specificity of discovery request
— information available from other sources

previous spoliation by a party

importance of issues in the litigation

respective resources of the parties

Burd_ens

Requesting party must be specific as to
information required

Responding party must respond with
“sources” of inaccessible, but potentially
responsive information and state why it is
inaccessible (effort and cost)

* Requesting party must show good cause
for requiring the production

O'CONNOR.




Compromises

« Sampling inaccessible data
» Cost sharing
» Cost shifting

- - - - - - - '- - g .
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Cost of E-Discovery:
« 1.8 billion so far in 20086, in commercial Iitigatioh

{National Law Journal estimate)

Rule 26 (b)(2)(B)

No need to provide ESI that is
“not reasonably accessible.”

Test of reasonable accessibility is
“undue burden or cost.”

Court may order production, specifying conditions,
“for good cause.”
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Comment to Rule amendment:

— Produce ESl that is relevant, not privileged and
reasonably accessible
— Identify, by category and type, sources of ESI
that responding party is not
« searching ’
« producing
— Provide enough detail to evaluate
» burden/cost of providing the discovery

» likelihood of finding responsive information o

_COZEN _
O/CORNOR.

Comment, cont’d

T T S U O U EE E a6 ..

Presumption
— ESl from reasonably accessible sources will
satisfy discovery needs, “in many cases.”

Comment, cont’d

Upon motion (to compel or for protective order)
— Responding party has burden to show
“inaccessibility because of undue burden or cost
— Requesting party may then attempt to show “good
cause” :
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Comment, cont’d

Consideration for determining motions:
(1)  specificity of discovery request

(2)  quantity of information available from
other, or more accessible, sources

*  (3)failure to produce relevant information that
seems likely to have existed, but is no longer
available from more accessible sources

—“the punishment factor” O
O’CONNOR.

Comment, cont’d

(4) likelihood of finding relevant, )
responsive information that can not be
obtained from other more accessible
sources

(5) “predictions” as to the
importance/usefulness of the
additional information

(6) importance of issues at stake in the
litigation o
A7) parties' resources OOZEN
vy

Comment, cont’d

|C¢
- |- Sampling of inaccessible sources

burt may order discovery in order to decide motion!

» To determine burdens/costs of accessing

» To determine what relevant information may exist in the
sources

+» To determine its value to the litigation in light of other
sources of information

(¢
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3COmment, cont’d

Court may:

— limit amount, type and sources of information
required to be accessed and produced

- require pa'yment by requesting party of part or ail
of costs of obtaining information from sources not
reasonably accessible

- weigh requesting party’s willingness to share or
bear costs to access information

- weigh producing party’s burdens in reviewing
information for relevance and privilege O
' __COZEN
O/CONNOR,
pheapadudyids

Comment, cont’d

Other limitations of Rule 26(b)(2)(c) apply:
— not if unreasonably cumulative or duplicative
"~ not if obtainable from another source that is

* more convenient
« less burdensome
« less expensive

Comment, cont’d

- not if seeking party has had ample opportunity to
obtain information : :

- not if burden/expense outweighs benefit, based
on

- needs of case .

—amount in controversy

— parties’ resources

—importance of issues

- importance of discovery in resolving issu o
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Sedona Principles:

O If e-discovery burdens are not made proportional to
amount in controversy and nature of case, transaction
costs will overwhelm ability to resolve disputes fairly.

0 This includes consideration of :
- costs of attorney time for review
— non-monetary costs such as privacy of
business data, legal privileges and the like
- secondary costs, such as burden on IT
personne

O'CONNOR.

Zubulake factors

1. Extent request is tailored to discovery of relevant
information
—(but if not, why permit at all?)
Availability of information from other sources
Cost of production v. amount in controversy
Cost of production v. resources of party
Abilities of and incentives for parties to control costs
Importance of issues at stake
Benefit to party of obtaining information .

NogpweN

Zubulake faétors cont’d

» One court has added:
— Importance of discovery to resolving issues at stake
in litigation :
0O (isn't this just relevance, all over again?)




Zubulake factors cont’d

0 Zubulake court did not think costs of production should
include cost of attorney review for privilege, relevance,
privacy, etc.

0 But, Zubulake also did not include the “punishment factor”
0O# 3 from Comment to Rule 26

O(failure to produce information that once existed
in more accessible form)

O'CONNOR.
v coran e

Rule 45: Cost-shifting in ir

P Discov
» Subpoena-issuer must avoid imposing undue burden/expense
on third party
« Court shall protect from significant expense
+ Factors
- Relevance
+ Need of party for documents
« Breadth/time period of requests
« Particularity with which documents are described

» Burden on producing [)arly to separate responsive from
privileged or irrelevant matter

(¢
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Nw.cozen crom

» Financial resources of non-party
» Interest of non-party in litigation, if any
» Reasonableness of expense of production




Costs in some cases

DO $396,000 to select, catalog, restore and process a sampling
of email

0 $43,000 to $84,000 to produce requested email
O $395,000 to produce requested email

Costs did not include time for attomey review

Hopson v. Mayor and City Council of Baltimore, 232 F.R.D. 228
(D.Md. 2005) (citing cases) ()

COZEN
Q’CONNOR,

3 “No corporate president in her right mind would fail to
settle a lawsuit for $100,000,” if cost of e-discovery
would be $300,000.

0O McPeck v. Ashcroft, 202 F.R.D. 31, 35 (D.D.C. 2001)

Srwrer.cozan.com

The Cutting Edge o : Cost-

Containment

« Rule amendments will reduce some costs, and increase
others

* Real cost containment strategies are:
« What companies do before litigation to manage ESI

« What they do in discovery to leverage tools and
resources




Cost-Containment, cont’d

« Create greater efficiency and cut costs:

L] De\ielop document retention policy addressing routine
backup-storage and deletion of ESI

- Has support of proposed Rule 37(f)

« Reduce reliance on expensive back-up tapes:
- *Proactive On-Line Archiving:" instant archiving of .
electronic communications as they are sent or
received. o
__COIN__
O/GONNOR.

Cost-Containment, cont’d

* Reduce costs by intemalizing some costs of litigation
production and review

« Create internal litigation support unit staffed by
attomeys and technical consultants to perform time
consuming tasks of collecting electronic data and
implementing retention policy or litigation holds

« Internal team creates efficiencies and leverages
institutional knowledge by preserving, indexing and
managing the source and contents of back-up data

O'CONNOR,

Cost-Containment, cont’d

« New rules promote variation on this approach by placing
a premium on early assessment and description of
computer systems and ES!

« Companies with dedicated resources will take a
consistent, strategic approach

COIEN
.ot com
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COST EFFECTIVE APPROACHES TO LOCATING RESPONSIVE AND RELEVANT DATA
written and presented by:
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Cost Effective Approaches to Locating
Responsive and Relevant Data

Presented by: Christa lannone, Cozen O’Connor,
Director,Practice Support

O/CONNOR.

Quick Facts

» 80% of Electronic Documents are never printed. *

> In 2006, 60 Billion email messages were sent each day. **
> 1CD can hold approximately 55,000 — 75,000 pages

» 1 15 gig hard drive can hold approx. 1.2-1.5 Million pages

» 1 Back Up (40 gig) Tape can hold 3 - 4 Million pages

* Lending, Jeff Practical Guidence for Conducting Electronis Evidence Discovery,
+ Giroe Framcbam LLC

Defensible Collection

» Must have data collection plan!

» [dentify all potential Players (prontize key players and roview first
which may uncover new strategias)

» Interview all potential Players and IT Staff (understand how
the company network s structured and how each individual creates and
saves his/her data)

» Where is the data located (muttiple office sites, storage locations)

» Proper chain of custody documented

» Metadata is preserved and not inadvertently alter: Q

COTEN
O/CONNOR.
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DEFENSIBLE COLLECTION
“Avoid Spoliation”

» Harvesting — Captures Active Data by using
specific software that preserves metadata. Could
be handled by knowledgeable Client {T staff or
Outside Expert

» Forensic Image — Uses specific tools to take a bit
stream copy “image” of data on hard drive. Allows
for recovery of deleted data. Searches slack and
unallocated space.

0
_COTRN _
O’'CONNOR.
Potential Data Sources
v Network Servers ('Gmﬁp Shares”, "My Documents”, Email)
v’ Desktops
v Laptops
¥ Home Computers
v Backup Tapes
v Legacy Systems
v’ Cell phones
v Voicemail
v Personal Digital Assistants (8lackbeny’s, Paim Pilo o
v Floppy CDs, DVDs, comeN
[ _COmN _
Active Data
»Files created and saved by the user in
places such as:
v Email (Inbox, Sent Items, Deleted ltems, Personal Folders,
Calendar, Tasks)
¥ My Documents (Word, Excel, Databases, Powerpoints, pdfs,
faxes, CAD drawings, Pictures)
v Shared Network Folders (Departments, File/Claim Numbers)
0
OOZEN
O’CONNOR,
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Metadata

“Tells the story “What lies beneath™
Who, What, Where, When, and How

>

»

» Eliminates questions re: émhenﬁdty

» Streamiines document review and discovery
» Enables Quick Privilege Review and Log

> Eliminates Imaging, Coding and OCR

» ldentifies dIstribuﬁon lists and email aliases

Approaches to locating Relevant Data

» 15-20% of Data Collected is Relevant

» Remove all system files (No value to the case, enables the
applications and computers to run)

» Remove Duplicates “MD5-Hash Value”
» Filter Data for relevant time period

> Filter by “agreed upon” Search Terms

O'CONNOR,
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Relevancy and Privilege Review Options

» Print and review in hard copy

» Vendor Supported On-Line View Tool (more collaboration
toofs, multiple review locations and review teams, easy redactions)

» Litigation Support Software (Concordance/Summation; Less
functionality but works)

» Native Review vs. TIFF Image Review

O'CONNOR,

Production Decisions

»  Steered by Rule 26F Conference

> Native Production - Files Produced in Same format
as onginal (no applied redactions, no bates,
ability to alter data). **Be Careful, data dump**

> TIFF or PDF Production

> Producing Metadata? If so, which fields

Considerations when Engaging Outside Consultants

LV

LV

XL,

X

.

All Parties involved in decision making? - Outside Counsel, In-house
Counsel, Practice Support, Client IT, Qutside Experts

Understand their pricing model
In their best interest to maximize volume
Forensic or Active Data Coflection?

Will the expert deliver what they've promised and do you understand
what your getting in retum?

Understand the experts processing and tumaround time?

In-house or web hosted review? O

Q' CONNOR,
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10 Effective Measures to Take Right

Now to Control Costs

1)
2)
3)
4)
5)
6)
7
8)
9)
10)

Data Management must be supported by Corporate Leadership
Wiritten Document Retention Policy for Electronic and Paper
Enforce the Document Retention Policy

Documentation of all hardware ownership and locations
Proper documentation when employee terminatesiransfers
Establish Records Management Department

Initiate In-House Litigation Response Team

Do Not Keep Excessive Back Up Tapes

Limit Employee Mailbox and Home Disectory Sizes
Seriously Consider Investing in Software that enables you to
Standardize Collection Procedures and Protocols

d
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SAFE HARBOR PROVISIONS

Presented by:

David Walton, Esq.
Cozen O'Connor
Philadelphia, PA

dwalton@cozen.com
(610) 832-7455

Fora,

Rule 26(b)(2)(B)

+ The following chart shows the possible
impact of the proposed rules regarding
preservation and production on typical -
sources of electronically stored information
using current technology.

oo,




information Accessible wia Must Intervens to | Must Produce wio
Source Undue Burden/ Preserve? Qrder?
Cost?
Active e-mai Yes Yes (key actors Yes
and issues)
Databases. Not necessarily Depends Not necessarily
webskes
Near-line archival | Probably Yes (key actors Yes
storage and issues)
Deleted data on No No No
hard drives
Magnetic Disaster | No Not unless known | No
Recovery Tapes to contain unique
Oft-fing storage Probably - Yes (key actors No
. and issues)
_CQOTN _
O'COMNNOR,
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Rule 37. Failure to Make Disclosures
'or Cooperate in Discovery; Sanctions

» (f) Electronically Stored Information.

Absent exceptional circumstances, a court may
not impose sanctions under these rules on a
party for failing to provide electronically stored
information lost as a result of the routine, good-
faith operation of an electronic information
system. ‘

T O'CONNOR.

Rule 37(f) - Safe Harbor

In perhaps the most controversial provision of
the amendments, proposed Rute 37(f) requires
that, absent exceptional circumstances, courts
refrain from imposing rules-based sanctions
upon a party for the destruction of electronically
stored information destroyed due to the “routine-
good-faith operation of an electronic information
system”.

+ The possible impact of Rule 37(f) may thus be

summarized as follows on the next chart.

¢)

_COZN_
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Rule 37(f) - Safe Harbor

Irformation Source | Accessble wio Must Intervene to Sanctions If Lost?
Undue Burderd Pressrve?
Cost?
Active e-mail Yea Yeoa (for kay octars Nel if Jost dus to
accounts and lssues) routine aperations
Detahases, wabaltes | Not necassarly Owpends, Yea, If Nol f lost dus lo
known 10 be essential | routine aperations
iolssue
Nocr-ine archival Probably Yea (for key actors Not If tcst due to
skrage and lsues) routine operations
Deleted dalaon had | No No No
drives.
Magnatic Ois sster No No, unless knownto | No
Recovery Tapes contain unique
infarmetion
Oft-fine storage Probably Yo (for key actars.
and lasuoe)
—]

[d
(o

New Subdivislon (f) focuses on a distinctive feature of
computer operations, the routine alteration and deletion
of information that attends ordinary use.
Many steps essential to computer operation may alter or
destroy information, for reasons that have nothing to do
with how that information might relate to litigation.
As a result, the ordinary operation of computer systems
creates a risk that a party may lose potentially
discoverable information without culpable conduct on its
part. Absent exceptional circumstances, sanctions
cannot be imposed for loss of ESI resuilting from routine,
good-faith operations.

' 0

S,

Rule 37(f)

Rule 37(f) applies only to information lost due to the
“routine operation of an electronic information system” —
the ways in which such systems are generally designed,
programmed, and implemented to meet the party’s
technical and business needs. .

The “routine operation” of computer systems includes
the alteration and overwnting of information, often
without the operator’s specific direction or awareness, a
feature with no direct counterpart in hard-copy
documents. Such features are essential to the operahon
of electronic information systems.

¢
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* Routine operations may include grooming, .

aging or archiving rules.

Space management considerations
perhaps the most common basis for
routine deletion. Any file can be set up to
purge after a period of time.

Answer is not always to secure larger hard
disks to retain more data.

¢

_COZN_
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“QOverwriting” — reuse of tapes may involve full
rewrite/erase from beginning to end.
“Round robin” backup strategy.

Microsoft Outlook — includes e-mail, calendar,
contacts and notes.

Volume of pre- and post-filtering data (as well és
deleted material) on a daily or monthly basis.

O'CONNOR,

Rule 37(f)

Protection provided by Rule 37(f) applies
only to sanctions “under these rules.” it
does not affect other sources of authority
to impose sanctions or rules of
professional responsibility.

State based spoliation remedies and other
sanctions may still be available.

¢

_COZN_
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Rule 37(f)

< For example, a court could order the
responding party to produce an additional
witness for deposition, respond to
additional interrogatories, or provide
substitutes or alternatives for some or all
of the lost information.

O'CONNCR.

Rule 37(f)

* Rule 37(f) restricts the imposition of
“sanctions.” _

» Does not prevent a court from making the
kinds of adjustments frequently used in
managing discovery if a party is unable to
provide relevant responsive information.

0
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COZEN

- O'CONNOR,

DIRECTORY OF OFFICES

PRINCIPAL OFFICE: PHILADELPHIA
1900 Market Street

Philadelphia, PA 19103-3508

Tel: 215.665.2000 or 800.523.2900
Fax: 215.665.2013

For general information please contact:
Joseph A. Gerber, Esq.

ATLANTA

Suite 2200, SunTrust Plaza

303 Peachtree Street, NE

Atlanta, GA 30308-3264

Tel: 404.572.2000 or 800.890.1393
Fax: 404.572.2199

Contact: Samuel S. Woodhouse, Ill, Esq.

CHARLOTTE

Suite 2100, 301 South College Street
One Wachovia Center

Charlotte, NC 28202-6037

Tel: 704.376.3400 or 800.762.3575
Fax: 704.334.3351

Contact: T. David Higgins, Jr., Esq.

CHERRY HILL

Suite 300, LibertyView

457 Haddonfield Road, P.O. Box 5459
Cherry Hill, NJ 08002-2220

Tel: 856.910.5000 or 800.989.0499
Fax: 856.910.5075

Contact: Thomas McKay, I, Esq.

CHICAGO

Suite 1500, 222 South Riverside Plaza
Chicago, IL 60606-6000

Tef: 312.382.3100 or 877.992.6036
Fax: 312.382.8910

Contact: James |. Tarman, Esq.

DALLAS

2300 Bank One Center, 1717 Main Street
Dallas, TX 75201-7335

Tel: 214.462.3000 or 800.448.1207
Fax: 214.462.3299

Contact: Lawrence T. Bowman, Esq.

DENVER

707 17th Street, Suite 3100

Denver, CO 80202-3400

Tel: 720.479.3900 or 877.467.0305
Fax: 720.479.3890

Contact: Brad W. Breslau, Esq.

HOUSTON

One Houston Center

1221 McKinney, Suite 2900

Houston, TX 77010-2009

Tel.: 832.214.3900 or 800.448.8502
Fax: 832.214.3905

Contact: Joseph A. Ziemianski, Esq.

LOS ANGELES

Svite 2850

777 South Figueroa Street

Los Angeles, CA 90017-5800

Tel: 213.892.7900 or 800.563.1027
Fax: 213.892.7999

Contact: Mark S. Roth, Esq.

LONDON

9th Floor, Fountain House
130 Fenchurch Street

London, UK

EC3M 5D)

Tel: 011.44.20.7864.2000
Fax: 011.44.20.7864.2013
Contact: Richard F. Allen, Esq.

MIAMI

Wachovia Financial Center

200 South Biscayne Boulevard,

Suite 4410, Miami, FL 33131

Tel: 305.704.5940 or 800.215.2137
Contact: Richard M. Dunn, Esq.

NEW YORK

45 Broadway Atrium, Suite 1600
New York, NY 10006-3792

Tel: 212.509.9400 or 800.437.7040
Fax: 212.509.9492

Contact: Michael J. Sommi, Esq.

909 Third Avenue

New York, NY 10022

Tel: 212.509.9400 or 800.437.7040
Fax: 212.207.4938

Contact: Michael J. Sommi, Esq.

NEWARK

Suite 1900

One Newark Center

1085 Raymond Boulevard

Newark, NJ 07102-5211

Tel: 973.286.1200 or 888.200.9521
Fax: 973.242.2121

Contact: Kevin M. Haas, Esq.

SAN DIEGO

Suite 1610, 501 West Broadway
San Diego, CA 92101-3536

Tel: 619.234.1700 or 800.782.3366
Fax: 619.234.7831

Contact: Joann Selleck, Esq.

~ SAN FRANCISCO

Suite 2400, 425 California Street
San Francisco, CA 94104-2215

Tel: 415.617.6100 or 800.818.0165
Fax: 415.617.6101

Contact: Joann Selleck, Esq.

SANTA FE

125 Lincoln Avenue, Suite 400

Santa Fe, NM 87501-2055

Tel: 505.820.3346 or 866.231.0144
Fax: 505.820.3347

Contact: Harvey Fruman, Esq.

SEATTLE

Suite 5200, Washington Mutual Tower
1201 Third Avenue

Seattle, WA 98101-3071

Tel: 206.340.1000 or 800.423.1950
Fax: 206.621.8783

Contact: Jodi McDougall, Esq.

TRENTON

144-B West State Street
Trenton, NJ 08608

Tel: 609.989.8620

Contact: Jeffrey L. Nash, Esq.

TORONTO

One Queen Street East, Suite 2000
Toronto, Ontario M5C 2W5

Tel: 416.361.3200 or 888.727.9948
Fax: 416.361.1405

Contact: Christopher Reain, Esq.

WASHINGTON, DC

The Army and Navy Building
Suite 1100, 1627 | Street, NW
Washington, DC 20006-4007

Tel: 202.912.4800 or 800.540.1355

Fax: 202.912.4830
Contact: Barry Boss, Esq.

WEST CONSHOHOCKEN

Suite 400, 200 Four Falls Corporate Center
P.O. Box 800

West Conshohocken, PA 19428-0800
Tel: 610.941.5400 or 800.379.0695
Fax: 610.941.0711

Contact: Ross Weiss, Esq.

WILMINGTON

Suite 1400, Chase Manhattan Centre
1201 North Market Street
Wilmington, DE 19801-1147

Tel: 302.295.2000 or 888.207.2440
Fax: 302.295.2013

Contact: Mark E. Felger, Esq.

PLEASE CONTACT ANY OF QUR OFFICES FOR ADDITIONAL INFORMATION OR VISIT US ONLINE AT WWW.COZEN.COM



