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Overview

• Use of social media in claim investigation and litigation

• Metadata – what is it and how can you use it?

• Cellphone investigations



Social Media

• Let me count the ways



Social Media

• Recoverable from devices



Social Media
• Facebook records example

Includes
• Logins

• likes

• Posts

• Comments

• Photos

• Location data

• More…



Social Media

• Obtaining social media information informally

– Do account holders have a privacy interest in social 

media content?

– Ethical limitations on use and “friending” opposing 

parties.

– Ethical rules on contacting represented parties via 

social media.

– Duty to investigate.



Social Media

• Obtaining social media information in litigation

– Stored Communications Act, 18 U.S.C. § 2701

– Narrow discovery requests are important because social media sites 

are “notoriously resistant to subpoena efforts, and websites urge 

parties to resolve discovery issues without involving them.”

– Crispin v. Christian Audiger, Inc., 717 F. Supp. 965 (C.D. Cal. 2010): 

subpoena for Facebook and MySpace private messages was quashed 

and case remanded “to determine whether wall postings and 

comments were public or private.”



Social Media

• Attorneys should make formal discovery requests to parties for social 

media content.

• Request must be – no broad fishing expedition.

• Privacy interests is not an absolute bar to discovery.

• Case example - Romano v. Steelcase Inc., 907 N.Y.S.2d 650 (S. Ct. Suff. 

Cty. 2010) (“Discovery of Plaintiff’s Myspace and Facebook accounts 

was material and relevant to claim that she could no longer participate in 

certain activities as a result of injuries sustained in an accident”)

• Duty to Preserve Evidence
– Model Rules

– Federal Rules of Evidence



Metadata

• Data About Data
• Metadata can show digital content embedded in files, including: 

– How or by what means the data was created or originated; 

– Creator or author of the content; 

– Location of the data on a computer or network; and 

– Standards used in creation.

• Metadata can be created in photographs, audio recordings, video recordings, and 

telecommunications. 

• There is an increase in GPS metadata duty to GPS enabled cameras, phones, and 

automobiles, and other equipment. 

• Even if metadata has been deleted, it is never truly gone—forensic experts can find the 

metadata to be investigated. 



Metadata

• Data About Data



Metadata

• Using Metadata in Practice About Data
• Attorney for insurer should confront the insured under oath and on the record about matters 

relating to the claim and insurance.

• In a medical malpractice lawsuit, a Pennsylvania judge required a hospital to turn over 

metadata so that the plaintiff could reconcile the discrepancies between her medical records 

and the defendant’s testimony. 

• In Washington, a man used photographs as proof of ownership of items that were stolen, and 

were the subject of insurance claims. However, metadata from the photographs revealed that 

they were taken a month after he submitted his insurance claim.

• An owner of a flatbed truck submitted an insurance claim for four stolen tires and a stolen 

battery. The policy was purchased four days before the alleged loss. Investigators found a 

witness who had taken pictures of the truck with a cell phone camera three hours before the 

insurance policy was purchased, and determined that the tires and battery were missing at 

that time. 



Metadata

• Metadata Tells the Story:



Metadata

• Metadata Tells The Story



Metadata

• Claim That Voicemail Date Was Altered



Authenticating Voicemail

• Claim That Voicemail Date was Altered by Employee



Metadata

• Duty of Sender

• ABA Opinion: Sender does not have any duty to its clients when transmitting metadata; 

recipient may review or “mine” the metadata;  recipient must notify the sender if metadata is 

found, “if the lawyer knows or reasonably should know that transmission was inadvertent.” 

• New York Opinion: sender has a duty to act with reasonable care when transmitting metadata;  

recipient of metadata may not review or “mine” metadata; recipient must promptly notify the 

sender if metadata is found. 

• Pennsylvania Opinion:  sender has a duty to act with reasonable care when transmitting 

metadata to keep client confidences;  no definitive stance as to whether a recipient can mine 

metadata when it is received, but it is looked at on a case by case basis.  A receiving lawyer: 

– “must determine whether he or she may use the data received as a matter of substantive law;”

– “must consider the potential effect on the client’s matter should and the lawyer do so; and,”

– “should advise and consult with the client about the appropriate course of action under the 

circumstances.” 

– Recipient of inadvertent disclosed metadata must promptly notify the sender if it is found. 



Metadata

• Ethics and Legal Opinions

• Maryland Opinion: sender has a duty of reasonable care when sending information with 

metadata; recipient may mine for metadata; no requirement for the recipient of 

inadvertently disclosed metadata information to inform the sending attorney. 

• Texas Opinion:  sender has a duty of reasonable care to protect confidential client 

information in metadata; receiving lawyers may search and mine for metadata; no 

requirement for the recipient to notify anyone concerning metadata obtained from a 

document received.

• Duty of Recipient

• Confidentiality

– ABA Formal Opinion 477

– FRE 502 



Cellphone Investigation

Some Basic Questions

• Where does the text message reside?

• Are messages ever actually deleted?

• What information can be extracted from a cellphone?

• What can cell tower analysis tell us?



Types of Acquisitions

Logical

• Only gets still existing data

• It can recover “deleted” data

– Deleted data in logical space

• Database driven applications



Beyond Text Messages

Analysis

• Messages reside everywhere



Types of Acquisitions
File System

• Logical data

• “Deleted files”

• More raw materials



Types of Acquisitions

Physical

• Gets it all



Types of Acquisition

• Chip Off/Jtag



Capabilities: Examples

Location

• Wireless networks



Capabilities: Examples

• Searches



Capabilities: Examples

Internet History



Capabilities: Examples

User Accounts



Capabilities: Examples

Messaging

• SMS, MMS, APP Based



Capabilities: Examples

Media

• Pictures, videos, audio, voicemail



Capabilities: Example

User Dictionary
• User created

– Attribution

• Names

• Email Accounts

• Addresses

- Unique spelling

• Acronyms

• Slang

• Nicknames



Cellular Location and Tracking

Cell Towers



Call Detail Records (CDRS)

What are they?

• Legal proof of a service provided

• A technical road map of a call

• A financial transaction record



Call Detail Records (Sprint)

CDR Example



Cellular System in a Nutshell

Cell Phones Talk to Towers

• Everything else talks to pots



Radio Frequency Map

General Area



Case Example

House Fire



Case Example

Car Accident



Cellular Analysis

Vehicle at the accident?

Conclusion:

The location of the subject cell phone at 2:59 PM is approximately 22 air miles away from the location 

of the accident. There is at least one cell site closer to the accident scene than the tower that carried 

the phone call at 2:59 OM. Cell phones will not jump over a close tower to connect to a cell tower far 

way.

Given the density of cell towers in Queens, NY, there is no possibility that the cell phone could have 

been near the accident location at 3:00 PM



Cellphone Investigations

Case Examples Using Cellebrite Technology

• Recovery of deleted text messages in homicide cases

• Use has been upheld in court decisions

• Even phones that have been soaking in water or 

shattered can be recovered



Case Study – Trucking Accident

The Evidence

• Cell phone (distraction)

• Claim that trucker was using phone at time of accident by 

opposing expert.



Capabilities: Examples

Drivers Log



Capabilities: Examples

Phone Records



Capabilities: Examples

Drivers Log Vs. Phone Records



Capabilities: Examples

• Sleep Analysis



Capabilities: Examples

Gap Analysis

• Opposing expert counted incoming data as user activity
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