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Internet of Things 

Connect the World

• Everyday objects go online

• Smart objects and wearable 

computing

• Recording Data

• “Black Box”
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Recording Data
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heart rate Amount of time online and when 

and where

location tracking

body temperature timing of visitors medications

blood pressure who is visiting gps

weight fitness patterns calendar entries

food intake activity patterns phone and text logs

room/food temperature sleep patterns contacts

settings in home timing of activities video/pictures

usernames/passwords online chats (gaming or other) voice recordings



Vehicle Data Recorders “Black Box”
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IoT Data as Evidence

• Hands-free Smart Speakers

• Wearable Fitness Trackers

• Pacemakers

• Internet-enabled Appliances

• Smart Phones

• Cars

• Video Games
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How Are We Utilizing The Evidence
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• We have to find it first.

• Is it accessible?

• Can we analyze it?

• Remember proportionality.

• How difficult is it and what does it cost?

• Is it going to help us win the case?



Wage And Labor: On The Clock / Off The Clock

• Fortune 50 Company

• Over 1,000 Class Members

• Over 4 Years of data

• Over a Dozen Systems with Billions of 

Data Points

• Seeking damages for Off the Clock 

Work

– Missed Meal Breaks

– Pre-shift work

– Weekend / Off the Clock work

• GPS

• Invoicing

• PC / Network Logins

• Scheduling

• Timecard

• Webserver Logs

• Internet History

• Email Activity

• Phone Call Logs
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Over 700 GBs of Data Preserved and Processed

Total of 14 Data Productions

Over 125 Million Records Produced

Over 65 GBs of Data Produced



Common thread
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WHERE HE SAID HE WAS

76 Minutes

82 Minutes

5-10 Minutes

2 Hours 43 Minutes

34% of an 8 Hour Day



Spoliation of Electronic Data

Federal Rule of Civil Procedure 37(e)

If electronically stored information that should have been preserved in the 

anticipation or conduct of litigation is lost because a party failed to take 

reasonable steps to preserve it, and it cannot be restored or replaced through 

additional discovery, the court:

(1) upon finding prejudice to another party from loss of the information, may 

order measures no greater than necessary to cure the prejudice; or

(2) only upon finding that the party acted with the intent to deprive another 

party of the information's use in the litigation may:

(A) presume that the lost information was unfavorable to the party;

(B) instruct the jury that it may or must presume the information was 

unfavorable to the party; or

(C) dismiss the action or enter a default judgment.
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Cyber Subro

When Cyber Intrusions Cause Property Damage
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Cyber Subro

A. Don’t know hacker’s identity

B. Identify parties that could have prevented hacking 

incident

1) Website or Maintenance Security Vendors

2) Network Security Designer

3) Software\hardware manufacturers 

4) Data backup\Cloud Computing (lost data claims)

5) Hacked Entity

6) Others 

23



Answers
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Contact Information

David J. Walton

dwalton@cozen.com

Stuart Claire

sclaire@cozen.com
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